At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted aduits should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Founded in 2011, Zoom is one the world's leading video conferencing software providers. It
has a number of features, including video and audio conferencing, real-time messaging,
screen-sharing and the ability to upload, share and search for content. Users can start their
own meetings or they can join meetings set up by others. The app is available to use across
PCs, laptops, tablets and mobiles phones and Ls fr:'e to download on both the app store and
on Android.

ZOOM BOMBING

“Zoom bombing'is the term which has been coined to describe
unauthorised people joining xoom meetings uninvited and
broadcasting pomographic or inappropriate videos, An attacker can
hiack a meeting if they know the meeting ID and it isn't reinforced
witha passwo-g Not taking preventative measures or implementing
privacy controls could open up the risk of children witnessing sexual
of Inappropriate content with very lithe notice.

RISK OF PHISHING

The rise In popularity of Zoom has led to a rise In
hacking operations and phishing campaigns, This is
when ipants are encouraged to click on links to
join t they believe to be legitimate Zoom
meetings via emall, but which are in fact fraudulent, rthermore, depending on where the camera
These scams aim to obtain sensitive information such has been set up or where your chisd's computer Is
as user login detalls, passwords andior credit card g:ahbned. private or personal information could
information. stolen depending on whiat can be seen In the
background,

‘LIVE STREAMING’

At Its very core, Zoom faciitates live streaming. That means it inevitably
carries some of the assoclated risks that llve streaming brings. These are
Tikely to be minimal within a controlled environment (for instance when
used in a classroom setting for remote leamingl. However, live
streaming means that content isnt always moderated and children who
use the app unsupervised or with limited security settings, may be more
at risk of exposure 1o viewing Inap riate material, Other risks can
include downlcading malicious sharing personal infarmation or
even potential grooming.

Depending on how the app has been set-up, Zoom can offer very Mttle
privacy. in many cases, the meeting hosts can see detalled information
about each E:mﬁmnl Including their full name,

one numbers and maybe even location data,

S\ S LIVE RECORDINGS PRIVATE ZOOM MEETINGS

One of the features of Zoom Is the ability to record live meetings.
By default, only the host of the meeting can usually record kve
sesslons however other meeting membsers can also record if the
host gives them access, Recordings can be stared on devices oron
the cloud and can be downloaded and shared with no restrictions.
This means that videos, audio clips and transcripts of recoedings
Involving your children could be widely shared on the intemet or
between users without your authorisation or consent.

Zoom has a faclity to set up breakout rooms, which enables
a private meeting within the main Zoom session, The host
can choose to split the participants of the original meeting

into separate sessions. This children the ability to
spe»k privately away from the main group to other users
however chats aren't always monitored by the host and if
the meeting has been made public, children could be more
vuinerable to experiencing negative comments.
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Emma Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training to organisations
nationally and has extensive knowledge
and experlence of managing how children
access services and apps online.

National
Online
Safety”

FOURCES: Miguimoom.uiprivecy | Mo aoomun/  itp

%2 0to %20Rolling*200ut%20Zoom. pdf

https://ww

www nationalonlinesafety com

Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety

Instagram - @ NationalOnlineSafety

Users of this guide do 5o at their own discretion, No llabllity is entered into. Current as of the date of release: 08.04,2020




