At National Online Safety we believe in empowering parents, carers and trusted adults with the infoermation they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

‘ What parents need to know about S0,
Q O ' i STAG'R !

Instagram isa h ) rking app with over 1 billion users worldwide. The app, which is
accessible on iOS and Andmid devkes. allows users to upload images and videos to their feed, create interactive
‘stories] exchange private messages or search, explore and follow other accounts they like. Images and videos can
be transformed with an array of to edit the shot before sharing and anyone with an account can see others’
online ‘galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags
@ and captions to their uploads. That's why we've created this guide to help parents and carers understand exactly
what Instagram is about.
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RESTRICT DIRECT MESSAGES

i your child receives a message from somebody they do not
know, encoura n them not to accept their message request
and 'block’ th ‘?‘ rson; this is the only way to stop them
messaging your child again, Children can also ‘tap and hold"
the individual message to report it directly to Instagram as
well as reporting the account itself,

LOOK OUT FOR#ADS

In 2019, the UK's Competition and Markets Auﬂwmy
launched an investigation into celebrities who were p
adverts on social media and not declaring that thvy wera
paid for. Influencers must clearly state that they have been
paid for their gon: for example using a hashtag like #ad or
fsponsored. Teach your child to look out for the signs of a
paid post/advart and discuss with them that not everything
they see from celebrities is their personal choice and
opinion,

MANAGE NEGATIVE INTERACTIONS

If your child is recelving unwanted or negative comments,
they can block that account so that they can't interact with
them, This stops them seeing and commenting on their
posts, stories and lve broadcasts. In addition, your child can
mnmto‘doku unwanted comments from their posts, tum

completely and control who can tag and mention
them in comments, captions or stories, from everyone, enly
people they follow, or no one at all.

MANAGE DIGITALWELLBEING

Instagram now has an in-built activity dashboard that allows
users to monitor and control how much time they spend on
the apg Users can add a ‘daily reminder’ to set a limit on how
much time they want to spend on instagram, prompting
them to consider if its been too long. In addition, once meu

have caught up with all the previous posts since the' K
logged on, they'll receive a ‘You've compietely caught up'
maessage. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits,

PROTECT PERSONAL INFORMATION

Your child may unknowingly gnve away personal
information on their profile or in their live streams. Talk to
them about what their | information is and make
sure that they do not disclose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any b&!mge or video your child uploads to
Instagram s visible to arvyom A pv vate accoum means that
you av: to app k ";' wantsw!el,l:w

you an people you apprew will see your posts a
videos. Chléren should also use a secure password and
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FILTER INAPPROPRIATE COMMENTS

Instagram has an mlvbullqu filter, which hides comments
relating to a person’s appearance or character, as well as
threats to a person’s wellbeing or health, The filter will also
alert Instagram to repeated problems so that they can take
action against the user if necessary. This is an automatic filter,
which should always be onabkzcrn'ldnn <an also report
abusive behaviour or inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
usar, This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with thelr Instagram account, we est adding a PIN
which needs to be entered before ma r(f?: payment; this
will also helpzevem unauthorised pu is can be

ed in the payment settings tab.

DON'T FORGET TO BE VIGILANT & TALKTO
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www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety
Users of this guide do so at thelr own discretion. No liability is entered into. Current as of the date of release: 03.06.2020




