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Safety with your child about online safety
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Which apps/games are you
using at the moment?

M THIS WILL GIVE YOU A GOOD OYERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE
RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO
ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

Which websites do you S -

enjoy using and why? :

AS IN THE TIP ABOVE, ASHING THIS HUESTIUN WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCOURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE
ACTIVITY. EM THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW

ASH THEM HOW THEY U
THEY CAN USE THEM IN A POSITIVE WAY, ALSO ASHING THEM TO SHOW YOU IF POSSIBLE.

PLHV R[;mN._.,
NO

SHOW A GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
APP WITH THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
DANGER TO THEM. IF THEY ACT LIKE T“EEESOTTJNW TO SHARE THEIR ACTIVITIES WITH YOU,

CHILDREN CAN FORM POSITIVE RELATIONSHIPS WITH PEOPLE ONLINE, AND THIS HAS BECOME 6 \
MORE COMMON THANHS TO ONLINE MUL TI-PLAYER OPTIONS, BUT THEY MAY NOT FULLY N o
UNDERSTAND THE DIFFERENCE BETWEEN A FRIEND AND A STRANGER. YOU COULD MAHE THE
QUESTION MORE SPECIFIC TO YOUR CHILD, FOR EXAMPLE: "HAVE YOU MET ANYONE ONLINE | R
THAT YOU LIKE TO PLAY GAMES WITH?" THEY MAY NOT WANT TO SHARE THIS INFORMATION |
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS.

Do you know where to go for help?

‘ l ’ ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALH
Childline, ABOUT WHAT HAPPENS ONLINE DUE TO CONFUSION OR EMBARRASSMENT. BECAUSE OF THIS THEY
03001111 ] MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF UR A
- TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN G HELP, Al
THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE IJNLINE

N ©
| . 8 Do you know what your =
'». —— personal inforpnation IS7 I S 0

YOUR CHILD MAY ALREADY HNOW WHAT THEIR PERSONAL INFORMATION IS BUT
THEY MIGHT NOT THINK ABOUT HOW IT CAN BE SHARED. HAYE A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HOW THIS CAN AFFECT THEM IF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT YOUR CHILD
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS
INFORMATION SUCH AS THIS CAN SPREAD QUICHLY ONLINE.

Do you know your limits?

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME AODICTION. TALK
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME
ONLINE OR PLAYING A GAME IS AFFECTING THEIR SLEEP, PERFORMANCE AT SCHOOL OR IF THEY
ARE GENERALLY LOSING INTEREST IN OTHER ACTIVITIES. YOU MAY LEAD ON TO ENCOURAGING
ALTERNATIVE ACTIVITIES AND DISCUSSING THE INTRODUCTION OF TIME LIMITS WHEN AT HOME.

www.nationalonlinesafety.com  Twitter- @natonlinesafety = Facebook-/nationalonlinesafety = Phone- 0800 368 8061
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Children are using smart devices from a much younger age than ever before. It's why it’s essential we talk to our
children about how to use them safely, There are so many positive benefits to the new technology at our disposal
these days - however there are plenty of downsides too. As a parent, it's important you understand these risks and

PUT YOURSELF
IN CONTROL

Make use of the parental control
sattings available to you, With most
devices. you're able to change the
settings to control the content your
«child has sccess to. This kun't dificult

how you can take steps to protect your family against them.
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PROTECTING ANDROID DEVICES

You can set up restricted users on Androld tablets through
a Google account. Open the settings menu (look for a cog
icon) and select the '‘Users’ option. Mere you can add a new
restricted user, After setting up a password and username,
select which applications you want to restrict access to, On
an Android smartphone it's similar, but first select '‘Parental
Controls' in the play store.

with thaeir children, should they

¢ for aduits

to do, as you'll often find guidance
in the Instructions that come with
the device. By sutting U private pin ’

RO N PROTECTING APPLE DEVICES

make sure your child can only access

Itwhen you allaw It. For Apple devices, you can simply visit the prefetencessettings
menu and within ‘General’ there bs an option for ‘Restrictions’.
Here you can turn off any applications or features on your
child’s device that you do not want them Lo have access to.

'—

MAKE SEARCHING MUCH SAFER

Most search engines, such as Google, Bing or Yahoo, have
a‘safe search’ setting. You should activate this, Otherwiss,
I's extremely easy for a seemingly harmiess search on the
Internet to return unexpected and inappropriate results,
Depending on the browser you're using, go to the settings
and search for ‘safe search’. Make sure you save the change so
It defaults each time you open the browser, This will seriously
reduce the chances of your child being exposed to something
they shouldn't be.

9 Top Tips '16' (et Smar{, About
childrens devices

DON’T LET PEOPLE SEE
WHERE YOU ARE

Location software sounds useful for sesing where your child is, but it
also provides the opporctunity for others to locate your child too, For
safaty, It's a good kdoa to disable location software on all devices or
atleast turn it off when (t's not required. Also, be mindful of specific
apps that record running routes or locations where your child

might be playing a game. Talk to your child about why these can be
dangerous and how to turn the setting on and off as required,

®)

THINK ABOUT ALL YOUR
SMART DEVICES

As well as tablets and smartphones, you
should think about any device in your home
connected to the Internet: a games console,

& media hub, or a personal computer, In each
case you can usually find parental controls in
the settings, Think carefully about how much
access you want to allow your child, especially
when it comes Lo accessing the Internet,
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REGULARLY CHECK SOCIAL
MEDIA SETTINGS

Before you sllow your child to use social media, you should
discuss the dangers with thent, You should also make sure
you're able to access their profile and privacy settings and
check them regularty. The companies behind socisl media
platforms aften make privacy changes without making it
very obvious to the user, such as Facebook's Introduction
of faclal recognition software.

KEEP A CHECK ON SCREEN TIME

Managing how much time we spend on screend Is a new
challenge for us all. 1t's critically kmportant when it comes to
childran, espacially younger children who are still developing,
' ot just & case of setting Arbitrary time limits, Guidelines
published by The Royal College of Pediatrics snd Child Health
suggasts it's moyw important to consider the ‘context and
contant’ of what tha screen Iy being used for. St It is helpful
1o put Hmits on devices using ‘Guided Access functions,
which you can find in the settings of certiin devices.

WATCH OUT FOR
FAKE PROFILES

Sadly, soclal media presents an enormous
opportunity for the likes of pasdophiles
to set up fake profiles and interact with
children. Keep a track of the people your
child interacts with on soclal media and

If you do not recognise a user ks a friend,
consider blocking them
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Meel our exper(,

Emma Davis was a secondary school

Computer Science teacher for more than

decade, Since leaving education, she has

been working in a cyber security firm

delivering cyber awareness training to

businesses and carrying out network

testing, She is a mother of a five-year-old,

she's had vast experience of controlling

and managing how childran access online ‘
services and use apps,
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%) What parenfs need fo know about e *‘
ONLlNE CHALLENGES

STRIVING FOR
LIKES

As well as having the potential 1o cause actual The ‘Fear of Missing Out’ (FOMO) is a str 5 X %
physical harm, some challenges can be extremely emotional (harutmk. particularfy d-'.phoynogd in In a major study by the Children's Commissiomer, it
upsetting for children. Many are created with the young people. The nature of viral challenges was found that children as young as ten years old

sole purpose of instilling fear in an individual in encourages children to explore and push boundacies. are reliant on ‘Likes’ for theie sense of self-worth. A
oreder to coerce them into doing things that could They tap into FOMO by feeding on a child’s natural major concern around viral chalienges is not
have a long-term emotional effect on them. desire 1o joén in, be accepted and share experiences inowing ow far chitdren will 5o to eamn "Likes.
with theic friends and the wider online community. A MR KNS JRIog NPHETS FOX BASPEICE Whes
recent study also found that FOMO is one of the commonplace peer pressure 3nd the potentia
problem is compounded. The result is that when

VARY'NG LEVELS greatest causes of Social Media addiction. young people are drawn into online challenges,
because it is what all their friends are doing, saying

OF RlSK ‘no’ can seem like a very hard thing to do.

As a parent or carer, it’s important to take a balanced
view and understand that not everything online has
the potential to do harm. Mass-following and
interaction can be a force for good, For example, the
Ice Bucket Challenge, which swept the nation, set out
10 raise momey and awareness of Amyotrophic Lateral
Sclerosis (ALS). At its height, over 28 million people
uploaded, commented on, or liked lce Bucket
Challenge related posts on Facebook. It's equally
important to be aware though that online challenges
often have a darker side. Malicious trends and
challenges can expose children to dangercus or even
life-threatening situations, o it’s critical that parents
and carers are aware of the latest risks and
understand what steps to take to mitigate them.

=/% Top Tlps for Parents ¥
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FACING REALITY

Trends arvd Viral Challenges can be tempting for children
to take part e no matter how dangerows

As with mest concerns in life, let comenon sense peevail
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What children need to know about

ONLINE
BULLYING

&

What is online bullying? =

ONLINE BULLYING — ALSO HNOWN AS
CYBERBULLYING - IS BULLYING THAT
TAHES PLACE ON THE INTERNET
OR VIA ELECTRONIC DEVICES AND
MOBILE PHONES. IT CAN INCLUDE:

SENDING SOMEONE MEAN OR
* THREATENING EMAILS, DIRECT
MESSAGES OR TEXT MESSAGES

HACHING INTO SOMEONE’S
* ONLINE ACCOUNT

BEING RUDE OR MEAN TO @
* SOMEONE WHEN PLAYING
ONLINE GAMES
POSTING PRIVATE OR
* EMBARRASSING PHOTOS ONLINE
OR SENDING THEM TO OTHERS
CREATING FAHE SOCIAL MEDIA
* ACCOUNTS THAT MOCH SOMEONE
OR TRICH THEM
EXCLUDING SOMEONE FROM AN

* ONLINE CONVERSATION OR
BLOCHING THEM FOR NO REASON

BE KIND ONLINE

BEFORE PRESSING 'SEND’ ON
COMMENTS, ASH YOURSELF THESE 3
QUESTIONS...

1. WHY AMIPOSTING THIS?
2, WOULD I SAY THIS IN REAL LIFE?

HOW WOULD | FEEL IF
3. SOMEBODY SAID THIS TO ME? -

e

National
Online
Safety

HWakeUpWednesday

Why does it happen?

GOING ONLINE MAHES IT EASIER FOR PEOPLE TO SAY AND DO
THINGS THEY PROBABLY WOULDN'T DO FACE TO FACE. ONLINE
BULLIES DON'T GET TO SEE THEIR VICTIMS' REACTIONS IN
REAL LIFE, SO THIS CAN COCOON THEM FROM THE REAL
DAMAGE THAT THEY ARE DOING. QUITE OF TEN, PECPLE BULLY
BECAUSE THEY ARE GOING THROUGH SOMETHING DIFFICULT
THEMSELVES AND TAHING IT OUT ON OTHERS IS THE ONLY WAY
THEY HNOW HOW TO GET CONTROL OF THEIR OWN EMOTIONS.

20
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SAFE ENVIRONMENT, SUCH AS YOUR BEDROOM. DON'T
FORGET...T IS NOT YOUR FAULT IF YOU'RE BEING BULLIED.

Am | an online bully?

SOMETIMES IT ISN'T 0BVIOUS THAT WHAT YOU ARE DOING IS
WRONG, BUT IF YOU USE DIGITAL TECHNOLOGY TO UPSET,
ANGER OR EMBARRASS SOMEDNE ON PURPOSE, THIS MEANS
YOU'RE INVOLVED IN ONLINE BULLYING. IT MIGHT BE AS SIMPLE
AS "LIRING" A MEAN POST, LAUGHING AT AN ONLINE VIDED, OR

FEEL LIKE THEY ARE BEING GANGED UP ON. THINH ABOUT HOW
IT WOULD MAHE YOU FEEL IF IT HAPPENED TO YOU. EVERYONE
CAN MAHE MISTAHES, BUT IT'S IMPORTANT TO LEARN FROM
THEM - GO BACH AND DELETE ANY UPSETTING OR NASTY POSTS,
TWEETS OR COMMENTS YOU'VE WRITTEN.

I SPREADING A RUMDUR, BUT THE PERSON BEING BULLIED COULD

Who do | tell?

YOU DON'T HAVE TO DEAL WITH THE BULLYING ON
YOUR OWN. TALH TO AN ADULT THAT YOU TRUST - A
PARENT, GUARDIAN, OR TEACHER. MOST WEBSITES,
SOCIAL MEDIA WEBSITES AND ONLINE GAMES OR
MOBILE APPS LET YOU REPORT AND BLOCH PEDPLE
WHO ARE BOTHERING YOU. YOU COULD ALSO CONTACT
CHILDLINE [WWW.CHILDLINE.ORG.UH], WHERE A
TRAINED COUNSELLOR WILL LISTEN TO ANYTHING
THAT'S WORRYING YOU — YOU DON'T EVEN HAVE TO
GIVE YOUR NAME.

How do | prove it?

WHEN CYBERBULLYING HAPPENS, IT IS IMPORTANT TD DOCUMENT AND
REPORT THE BEHAVIOUR, SO IT CAN BE ADDRESSED — RECORD THE
mmmmmmmmmmm
AND PRINT SCREENSHOTS, EMALLS, AND TEXT MESSAGES.

How can | stay safe?

MAHE SURE YOUR PRIVACY SETTINGS ARE SET

SO THAT ONLY PEOPLE YOU HNOW AND TRUST CAN

SEE WHAT YOU POST. NEVER GIVE OUT PERSONAL
INFORMATION ONLINE, SUCH AS IN PUBLIC PROFILES,
CHAT ROOMS OR BLOGS, AND AVOID FURTHER
COMMUNICATION WITH THOSE SENDING THE MESSAGES.
HEEP AWARE OF FAHE PROFILES AND INTERNET USERS
PRETENDING TO BE SOMEDNE THAT THEY ARE NOT.




At Natlonal Ondine Safety, we belleve In smpowering porents, carers and trusted odults with the information to hold on Informed conversation about online safety with thelr children, should they
foel it is needed. This guids focuses on one lssue of many which we belleve trusted adults should be awars of, Please visit www.nationalonlinesafety . com for further guides, hints and tips for adults,

What Parents & Carers Need to Know about

AGE-INAPPR"PRIATE CONTENT

“Inappropriate” means different things to different people. What's acceptable for one age group, for example, may be
unsuitable for a slightly younger audience. Online, young peopie can chance upon inappropriate content in various
ways - from pop-up ads to TikTok videos. The increasingly young age at which children become active In the digital

world heightens the risk of them Innocently running into something that they find upsetting or frightening. Trusted
adults need to be able to help children be aware of what to do If they're exposed to age-inappropriate content.

b . | .__
SOCIALMEDIA i, STREAMING

Age-inappropriate content is 3_ The range of video streaming services
easily accessible through many -~ o available online means that users can
social media lphtlorms. TikTok, ' -~ ) - g find almost anything they want to watch
for instance, is hugely popular N on demand. Children are therefore at risk
with young reo e but Is arguably best of viewing TV shows and movies which
known for clips featuring sexualised g contain nudity, drug and alcohol abuse,

dancing or profanity. Some social media : explicit language and extrame violence.

users also express hate speech or " . Unfortunately, these strocmlng platforms

promote eating disorders and self-harm, 4 _ can’t always determine that it’s not an

which could cause lasting damage to a ' adult who's watching. —

child’s emotional and mental health. p w;
e A

GAMING %" ] X ADVERTS o
Gaming Is an onjorublc source of l J ; Online adverts fraquaently include

entertainment, but many popular titles Y, age-inappropriate content: utuullg
can expose chiidren to ing ropriate - - gambling and nudity or partial nudity,
material such as violence, horror, | although adverts for alcohol or
&ombllog or sexuall oxpl‘clt content. \ e-cigarettes ore also common,. Some

aying games unsuitable for their age search engines also feature adverts that
risks normalising to children what they are responsive to &ur search history: so
are seeing. Some games also include s if you've recent! ked up a new horror

me chat, where other (usually movie, shopped for lingerie or ordered

older) online players often use language alcohol online, then the ads appearin|
that you probably wouldn't want your on screen could refiect this the next time
child to hear or repeat. your child borrows your device.

v

Advice for Parents & Carers

" e
TALK IT THROUGH = . CONNECT, DON'T CORRECT

Embarrassment or fear of getting Into trouble can make it difficult / It your child’s been particularly distressed by exposure to

for children to talk openly about age-inappropriate content they‘ve ~ .~ content that wasn‘t sultable for their ‘:P.' it's Important to offer

watched. Remind your child they can always come to you If they're 4 uidance to waont them from repea! the same mistake —

troubled by so ng they've seen online, without worrying about ut it’s equally vital to help them | with the emotions that the
consoc‘uoncos. offering advice, discuss what they saw, how situation has raised. You could tell them about any similar experiences ‘
they feit and how they came to find the content in question. you might have had at their age, and how you dealt with it. ~—~~

BLOCK, REPORT, CONTROL GET SPECIALIST HELP STAY CALM a%’“
tay

After discussing the problem, you and your A -Ina?propduu content can Even though it is obviously difficult to s!

child can take action t . This could tentially have a negative impact on a rational in a situation where r child has

include blocking any inappropriate sites child’'s meontal health, which is sometimes been put at risk, it's essential to think before

and uporﬁn? content which violates a dhrwod through changes in their xoou react. Your child may well have hesitated
ul %

an'
platform’s rules. Yo further safe rd your behaviour. If the problem becomes more open up to you about mtchlnq

child online, set up parental controls on o severe, you might consider reaching out inappropriate content for fear of
internet-enabled devices that t use. = to a mental heaith professional or an t consequences, 5o being calm and supportive
This will significantly reduce the chances \g oxpeort in this field who can provide you 7 will reinforce the notion that it would be easy
of your child being exposed to . and your child with the proper support. to talk to you about similar issues in the future.
age-inappropriate content in future. \/

- -

Meet Our Expert National
Cayley Jorgensen Is a Registered Counselior with The Health = -

Professions Council of South Africa, and she runs o private g O n I I n e
proctice offering counselling to children, teenagers and fomilies. \ .

Her maln focus is creating awareness ond educating the / 48 \ 3 S a'fletyv

community on the mental heaith pregsures of todoys world, as

well s resources and techniques to understand and cope better, = & ) #wakeupwednesdas
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At Natlonal Online Safety, we belleve in empowsring porents, carers and trusted oduits with the information to hold an Informed conversation about online safety with their children, should they
feei it ls needed, This gulde locuses on one of many apps which we believe trustad adults shouid be awars of, Please visit www.nationalonlinesatety.com for further guides, hints and tips for odults
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relatively new ma wever the concept has been around for some time.
es, for example, use many  of the metaverse; avatars, digital currency,
and open communicati laverse can also take many forms; Fortnite can be
8@, as is Roblox. oly, @ metaverse is an online environment where
y games and ex; ‘themselves. Away from traditional videogames,
more ‘dedicated’ metaverses such as Decentraland, The Sandbox
Somnium Space which are akin to Second Life.

UNSAFE AREAS , k &
: . > Not all metaverse platforms are VR
st ULl ':op:god"b‘e','u':jm ! enabled, in fact lots than 10% feature
. VR interactivity. However, it's always
This is due to the decentralised monit the amount of time
nature of the metaverse - as there is | nger users and in virtual reality.
no one company overseeing the VR metaverse differs greatly to VR
platform, users can create and build aming in user interaction
with freedom. This can be a minefield =: gp r:gchln oach other in a VR
for younger users as adult material or m.gw.m attempts to reprosent
“’;;2,"3 l‘:&":e":’n"gy"’“"‘ bbb ‘reality’ and can result in a greater
P . impact if experionces are negative.

VOICE COMMUNICATION " PSYCHOLOGICAL IMPACT

The freedom found within creation is : . Whether in virtual reality or not,
also found in communication. Most
- use proximity VOIP 7 Interactions and experiences in the

communication (Voice Over Internet m&? mgﬂg"."&‘" fr?l:n c"?::r:t life'.

Protocol) and users can approach any Oftentimes, due to the freedom in

other user to start a conversation. It is

necessary for avatars to be quite close a 2;2;‘?&".’.:.‘.".’?&.’3:?%#”?9'"“
to another in order to talk and once - 3 prejudice or an unrooll:tlc.rd‘oa'ol
they are, anything can be said. Whilea - X reality. For instance,

® chat box can be moderated, voice chat female-orientated avatars may find

cannot. themselves targeted by bullies or
Inappropriate users.

ANONYMITY =

As with ailmost every other form of
online interactions, anonymity features
heavily within the metaverse. The
t for the metaverse is to live any
e of life digitally. This could mean
at ‘bad actors’ (those with malicious
intent) can take advantage of others
with ease. Re| ing and monitorl
these users is becoming easier on
more popular platforms, but others
\lhugglo to ce these situations.

y \_ A

TRY IT OUT FIRST @w

This may sound like an obvious tip, but by entering the metaverse and With the metaverse comes Web3 technologies such as NFTs,

exploring on your own, you'll be able to see what your child might. You can cryptocurrency and wallets in which to store them. If you have a

explore the busier areas and even the quiet sections to see what users are criygto wallet, do not connect it to your child’s metaverse. One simple

building or advertising. You'll also learn first-hand how users communicate click could result in loss of cryptocurrency. If you are unsure what these

with each other. Many metaverse platforms will feature an entry area which technologies are, try to research them as these terms will appear in the [
h the busiest areas. Check them all out and see what's happening. metaverse.

- == y
CREATE AN AVATAR TOGETHER % STARTWITH THE FAMILIAR

If You decide on allowin&rour child into the metaverse, set up their ( There are already metaverse experiences with children in
initial avatar together. This way you can ensure the avatar is mind; explain to your child what a metaverse is and have them
age-appropriate and keeps their identity private. You can also advise r nise similarities between those and games like Roblox,
on aspects which may result in anractln? bullies or unwanted attention. Fortnite and Minecraft. Unfortunately, there is no ‘child safe’

it will also allow you to see which avatar items cost money, and talk to vanal metaverse option as yet, though Epic Games and LEGO are
your child about in-game spending. ¥ currently developing a family safe metaverse.

|\ __ ¥

Meet Our Expert h ' National

Daniel Lipscombe is a father to two girs, oged 14 and 12, Before Online
Dan began his Web3 metaverse journey, he worked as a [ ]

videogame journalist and author for a decade; reviewing gomes, ®
talking to creators and writing about videogame trends, Dan has I - a ety .
also written fifteen guide books about Fornite, Minecratft, Roblox, =

Apex Legends and Valorant for HarperCollins and Bonnler Books. < - “Wa keU pWednes das

@ www.nationalonlinesafety.com ' @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety
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\ Ao are designed 10 run on certain devices and are written for a

specific system, such as Apple 105, Windows, or Android.
The official store for the Apple 105 opersting vystem is known as the
App Store’ and It where you can browse and download more than
2 milhon apps and games 10 use on the (Pad, iPhone, (Pod Touch and
other Appie devices. When your children are using the app store,

=,

you need 1o be aware of the rigks.

What parens need fo know about

n TheApp Store
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Top Tips for Parents ¢

~
CREATE YOUR CHILD'S ACCOUNT
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At Natlonal Online Safety we belleve In empowering parents, carers and trusted adults with the Information they need to hold an Informed conversation about online safety with their children, should they
feal It Is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Moving from policing to parenting your gaming kids: how to engage and guide

With concemns about escalating screen-time, the impact of violence, unexpected costs and interloping strangers it can be tempting to lock down video
games to limit their negative impact. While some sensible boundaries are helpful, they are only a short term solution for how we guide children towards
gaming health. Like other areas of childhood, parents and carers can have a powerful steering presence by engaging and participating in the video games
their children play. This not only reduces risks because they are aware of the kinds of activities, interactions and costs involved but makes video games a
part of family life. Along with building dens, climbing trees, cooking and family walks, playing games with children enables parents to guide the quality of
content being played. This may start with sharing the games children are currently playing, understanding why they love it and celebrating successes. But
with a little research, this can grow into suggesting other games to play and higher ambitions for what kids get out of playing long-standing favourites.

NCItIOhCﬂ Yideo Game Diet

O | i
n I n e Gaining an understanding of what video games are, what they
® are like to play and the different experlences on offer, enables
a et y you to encourage a varied gaming diet, Similar to how we dont

worry about plate-time but what's on the plate, we can
differentiate botwean different types of screen experionce.

Playing Fortnite offers exuberant excitement and connection to
friends. Playing Mario Kart connects us to the players sitting
next to us. Roblox can be a place for children to play at having a

A Mew Media For Eweryones

Video games are a new kind of media. Because they are new we don't entirely understand
their potential yet. They've become hugely popular and commerclally successful as
blockbuster entertal for children and t gers. M , ke books, films and
music, the real range of video games on offer Is much broader than this,

There are games about every toplc you could imagine, and aimed at a wide range of ages
and parspectivas, Whethar it's sharing a families heartbreaking story in That Dragon,
Cancer, stepping Into the shoes of a Syrlan migrant In Bury Me, My Love, or taking the
hand of your child and soaring over the clouds in Sky: Children of Light, games take us
places in unique ways. It's no surprise, then, that Newzoo figures show that in 2018 40%
of men and 32% of women play games. And Entertainment Software Assoclation (ESA)

Job or surviving a storm. Minecraft can be a tranqull escape from
a busy day at school. Alto's Adventure can be a way to calm
anxiety or jangling nerves.

Parents and carers can expand these experlences. Kingdoms Two
Crowns, Reigns and Life is Strange teach players to trust their
instincts in game-worlds built to encourage risk and hunch
taking. Florence, Abzu, Journey and Brothers Tale of Two Sons
are a gentle way for children to learn about thelr own emotional
responses to challenging situations as well as appreciating how
people experiencing them first hand may feel. Eco and One Mour,
One Life encourage the altruism of bullding something that
other players benefit from,

data showed that the average age for US gamers is 34 for women and 32 for men,

If you want to turbocharge your care of a child who loves playing video games, the best

thing to do Is to find games you want to play yourself. This can sound like strange advice

unthl we consider how hard it would be caring for a child who loves books without reading L
ourselves or guiding a child who loves music without sharing our favourite songs. L

Creators Mot Consumers

Ambition for thelr future means parents and carers support activities where children are excolling. While this is famillar tesritory when a child is brilant at an
imstrument or learning a foreign language, it's easy to miss the need for our enthusiasm when it comes to video games. Along with the general connection
and good foelings that come from a parent or carer colebrating success In an activity that a child enjoys comes the Imperative that they could go further than
mmlnm-mm-ummwmmmmmummmsmmwmwmmhmm

monay for professional pk d this, p can guide children towards ather careers In video games which need diy
ndnlskls.AslnplundmeuMkwmdﬂumhmunﬂnmmmsmmummdm
games that allow you to design maps and ch Then there are games like Marlo Maker on Wil U, 3DS and Switch where you can design and share lovels
for other players. Dreams on the PlayStation 4 takes this further with an accessible game creator that's also really powerful.

s
Finding Games You 5 s »
KWant Children To Flay

Parenting rather than policing video games equips children to build good habits and a healthy
relationship with digital media for when they leave home and parents aren't around to enforce the
rules. One challenge can be finding the kinds of games you want your children to play. There are good . 4 Meet our eXPel‘t
resources to help you with this, Many of the examples here come from my upcoming Taming Gaming

book: https://unbound.com/books/taming-gaming/

There are also websites that provide video game suggestions like AskAboutGames
https://www.askaboutgames.com. Also, there are good Twitter accounts that help, like Wholesome
Games (@_whok g } and Non-Violent Game Of The Day (eNVGOTD).

Andy Robertson is a parent of
three children and journalist
who writes for national
newspapers and broadcast
television. His Taming Gaming
book helps parents guide
children to healthy play.

You can also use the VSC Rating Board |https://videostandards.org.uk/RatingBoard/) website and PEGI
app to search for games of different ratings.

www.nationalonlinesafety.com  Twitter - @natonlinesafety = Facebook - /NationalOnlineSafety
Users of this guide do 5o at their own discretion, No llability is entered into, Current as of the date of release: 31,07.2019




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults
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- D for parents and carers: Q

== ONLINE CONTENT "

Trying to start a conversation about online safety with children can be a daunting task. There are many reasons why children may not want to talk to
adults about it. One might be that they don't think you'll understand or that you won't know how to help if they came to you with an online problem.
It can also be hard to start a conversation about something that you might have limited knowledge about, However, with screen time increasing
during the lockdown, it’s important now more than ever, to be talking to children about what they are accessing online.

1 ASKTHEIRMOTIVATION | [JW MAKE TIME TO LISTEN

[ 1 When dildm‘lnnbulyoummhhm dmnw
d in football and to what they say. We always have 4 lot on our minds, 5o
b asyfovmm&!toﬂmom-m whkhmm more iImportant.
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0 they are fess Ike to tell you about it again in the future.

7 ASKTHEM TO BE THETEACHER

Showing an interest in what childron are accossing online is a great
oppofunllyhryouhhmmthlngnmndemldnnonlM
mm:m;mmm-swwmmmmwm
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Meet our expert

Heather Cardwell Is a practising Online Safety Lead and senior school
leader who is passionate about safeguarding children online and
educating them around online risks. She has over 10+ years asa
Computing Lead and has successfully developed and implemented a
whole school approach to online safety in schools, delivering online safety
training to both school staff and parents and helping to roll-out a bespoke
online safety policy across her local network of education settings.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do 50 at their own discretion. No liability is entered into. Current as of the date of release: 24.06.2020




Gr ing is when befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and online, with

technology and the Internet being commonly used to initiate and
facilitate contact with a child. Gaming victims' trust is a key part of
ging them in lly exp b iour. The gi who can
either bea ger or a child alread: knows, tends to use

tactics such as engaging in small talk or exchanging personal
information with the child about hobbies and relationships, using
flattery and gifts to build a rapport or even making threats and

intimidation to gain control. This can take place over varying periods

of time - from a few days to several years.

NUMBERS OF GROOMING
OFFENCES ARE SOARING

In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. In the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child - a figure 50 per cent higher

than experts expected in the first year.

ALLCHILDREN AREATRISK
According to a 2018 NSPCC report, a
quarter of young people have experienced
an adult who they don’t know in real life
trying to contact them online. One in four
said they had been sent messages, images, videos or
other content that made them feel sad, worried or
uncomfortable. One in 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.

National
Online
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CHILDREN ARE
NERABLE TARGETS

Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vulnerable children who may
be easier to manipulate. In order to seek potential victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

LIVE STREAMING CONCERNS

Predators may use live video to target children in "
real-time using tricks, dares or built-in gifts to
manipulate them. Grooming often takes the form
of a game where children receive 'likes' or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, all
have live streaming capabilities, but there are many apps
which children can use to live stream, including Omegle,
Live.me, BIGO Live, YouNow and many more.

Top Tpfor

GROOMING CAN HAPPEN RAPIDLY

Grooming is generally a slow, methodical and intentional

process of manipulating a person to a point where they

can be victimised. However, according to researchers at the

University of Swansea, online grooming can also be very

rapid, with analysis of chat logs revealing that it can take

just 18 minutes for some predators to arrange to meet
their m. The fastest predators used sophisticated,
persuasive, language-based strategies to rapidly build
trust, including the use of small talk and praise which
quickly escalated into requests for sexual messages.

ANYONE CAN GROOMYOURCHILD

Many people expect groomers to be adults posing as
children, but this is not always the case. Data from
University of Swansea reveals that groomers’ use of
ity deception (around age, location and appearance)
s can be because they approach many
children, limiting their ability to lie. The worry is that

honesty can be more damaging to the victim since they are

more likely to feel as if they are in a real relationship.

arens

IMSGOODTOTALK

It’s unlikely that you can stop

your child using the Internet,

nor can you constantly

monitor their online

activities, but you can talk to

your child on a regular basis

about what they do online. By -

talking openly with them

about online relationships,

they can quickly ascertain the kind of behaviour which is
appropriate or inappropriate. Ask them whether they have
any online friends or if they play online games with people

" DISCUSS SAFE ONLINE BEHAVIOUR

Make it clear to your child that they should not accept friend
requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don’t really know. Remind them that they should never
divulge personal information, such as mobile phone
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS
Talk to your child about what a healthy relationship looks
like and how to detect someone who might not be who they
clalm to be. Explain that groomers will pay your child

they haven’t met. This could then open up conver
about the subject of grooming.

CHECK PRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the networks, devices, apps, and
websites they may use. If you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.

comp and in conver: about personal

infor ion, such as hobbies and relationships. They may
admire how well they play an online game or how they look

in a photo. Groomers will also try and isolate a child from
people close to them, such as parents and friends, in order to

make their relationship feel special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any concerns
they may have. They need to know they can talk to you if

does hing they are uncomfortable with,
whether that is inappropriate c images, req

\

LOOK OUT FOR WARNING SIGNS

Child safety experts have identified key grooming patterns
and advise parents to look out for:

Secretive behaviour about  « Alackof interestin

what they are doing online. extra-curricular activities.
Internet or smartphone « Having new items, such as
usage late at night. clothes or phones, which
Going to unusual places to they can't explain.

meet up with friends you « They seem withdrawn,
have not heard of. anxious, depressed or
They are clingy, have aggressive.

problems sleeping and Having older boyfriends
eating or even bedwetting. or girlfriends.

HOWTO REPORT

If you're worried that your child is being
g d online or lly exploited, you can
report your concerns to the Child Exploitation
and Online Protection (CEOP) Safety Centre,
which is part of the National Crime Agency at
www.ceop.police.uk/safety-centre. Reports are
read by a Child Protection Advisor who will
make contact by phone or email to work with
you to make a plan to keep your child safe. If
you think a child is inimmediate danger, call
the Police on 999 or NSPCC on 0808 800 5000.

REPORT|

{

or sexual comments.

SOURCES: Hitps//www.nspcc.orguk/global :
httpsi/A de couk/n ‘uk/crime, Hlice- afnlng—liveftrea
https://: n:ptcorg uk/wha}»we do/news; oplmon/Facebook tops-lls!»unllne—gr oming,

— -
-children-2018-ref (t pdfyhttps:/Awww| telegmhr.o uk/news/2018/06/17/police-reveal-3000-sex-g
nca—onhne—dangers uk—gfoomln ildren-a8092851.html,

mes—ai;a!ns;fdiﬂdf;e(vyoung,
g s
Sﬁanxuk ‘onlir grwmlngcommunMon/ \
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This is not a definitive guide. Please always check with the app's support information to see if
your security and privacy concerns are addressed.

www.nationalonlinesafety.com




At National Online Safety we belleve In empowering parents, carers and trusted adults with the information they need to held an Informed conversation about online safety with their children, should they
feel it Is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults

A GUIDE ON HOW NOTTOBEA

It's not always easy

games consoles, TVs; the list of devices you might have access to seems

ARbetor of n acihtive Babet 115 BRI evrors et e L LS e o2 mch

or of an It's yolmy manage your screen asmuchas
possibie and avoid

Spending too much time on social media,
watching YouTube or playing games

online can result in you becoming a ;
screen zombie. This can affect your mood,
how much sleep you get, how you perform
at school and how you behave around
others. Limiting your screen time will

keep you alert, Limiting your screen

time will keep you alert, keep your mind
focused and help to look after your own

Screen zombies usually find that they spend a lot
of time insicle as they lose interest in other things

camping or just going for awalk |5
are all heaithy replacements for
screen time and can help keep |

S mmeFeshy
your mind fresh and active. WARNING 2

| SCREEN
| ZOMBIES

Alot of apps and games use certain ways of
keeping you online and using their platform for
long periods of time. This can include simple
things like unlimited scrolling on a newsfeed,
‘streaks’ or uncovering hidden levels. Be mindful
of how much time you're online and try to
remember you're in control. You decide when
you've had enough, not your device.

booominga

Screen zombies often find that they spend a lot
of time alone in front of their tabletor &
their mobile phone and reduce the

time they spend with their friends or

talk with their family. Zombies often

lack communication skills. Always try

to limit your screen time as much as
possible - there's so much fun

you can have with others!

Mealtimes can be seen as a good time to sit
down, relax and switch on your tablet or phone
as you eat your food. But it can also mean that
yourre not interacting with others, sharing jokes
atthe dinner table or just talking about your day.

Even though your parents will often be the ones
telling you to limit your screen time, turn off your
tablet or switch off your phone,
sometimes they will forget to take

their own advice. Soit's up to you

to make sure you remind them of

Meet our expert

Pete Badh is content specialist with over 10+ years in
rasearch and analysis. He has written various expert
pieces around online safety for children and parents
and previously worked in a specialist role for the police,
contributing work which was pivotal in

winning high profile court cases and writing asa

www.nationalonlinesafety.com Twitter- @natonlinesafety

zombie!

Facebook - /NationalOnlineSafety
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switching between

U

Keeping your phone in your bedroom means that
it can be tempting to check every notification you
get. Your phone could be the last thing you see at
nightlmidnﬁutdlmgyouminmnm
This can contribute towards poor -
sleep and a lack of focus the next

day. Try to keep your phone out of

your bedroom or turn off all
notifications before bedtime. This

will mean you'll get a good night’s

rest and be ready for the next day.

range from viewing inappropriate or harmful
content to online bullying, grooming or fake
news. Controlling how much time you spend
online will reduce your risk of exposure.

If you do see anything that makes you

If you think that you've already become a screen
zombie, then dont worry, it's never too late to
get help and support from your friends and
family. Talk to your parents if you feel you've
become addicted to your device,

try to understand why and

work with them to help

you limit your screen time so

that you can leave your

zombie character behind.

National
Online
Safety
#WakeUpWednesday

Instagram - @nationalonlinesafety
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Live streaming is the term used to describe the broadcast of a
real-time video from a mobile device, tablet or games console. Many
live streaming apps have the functionality for interactions from
viewers, such as commenting, live chats and sending reactions during
the broadcast. Live streaming opens up a world of excitement for
children, where they can watch live concerts, their favourite celebrities
and bloggers/vloggers, connectwith their friends, watch live gaming
and much, much more. Whilst there are many positives with live
streaming, it creates a worldwide platform for unsuitable content to be
streamed and creates a host of dangers for children.

O ol O m

Periscope

8%

of child sex abuse live
streaming victims are

13 orunder

Instagram

Youtube You Now

(3 ; i_a[s ee [ abou[
~ LIVE STREAMING °

SIGN UP PROCESS & LIVE CONTENT
AGE RESTRICTIONS As the streams are live, children can be exposed

Most live streaming apps have the age restriction of 13 to something inappropriate instantly. Most

and above. It is important to note that some platforms live streaming apps will have filters, rules and
do not require proof of age when signing up to the app, guidelines in place to ensure that their services are

meaning that anyone can register an account. This also monitored. They will also have report buttons where

opens up the opportunity for people to lie about their age inappropriate content will be sent for review. Keep
to seem older or younger. B } in mind that a report may not be dealt with instantly

RECORDINGS OF YOUR CHILD which means your child will be further exposed to

inappropriate content during a live stream.
Each streaming app and website that allows live streaming

has different rules about how they store their live videos
once completed. For example, a live stream on Periscope There have beer\GrFe‘grgM;!:g of paedophiles

will be automatically deleted after 24 hours but apps " 7 L .
such as Facebook and YouTube allow the video to be coercing children as young as 3 on live streaming
posted on the app afterwards and will only be deleted apps. Due to the anonymous nature and lack of
once the creator decides. It is important to know that identification needed to sign up to some apps,
deleting a video will not stop it from being shared. A live almost anyone has the opportunity to sign up and
stream can be recorded (or screenshots can be taken) by use the service. Users can use fake identities to sign
other viewers using certain softwares and then shared up to the apps and watch/stream videos. Recent
on other platforms. According to research conducted by research by the IWF revealed that children may be
asked to do things and perform ‘suggestive acts’

the Internet Watch Foundation (IWF), they found that the
apparently recorded illegal videos of live streams were during their live stream by strangers

redistributed on other sites.

Naﬂonal
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PROTECTING THEIR ‘REP’

What your child does now may affect their future
opportunities, and it is important that they have a
good understanding of this. As the videos are live,

it may lead to the misconception that whatever
happens in the video will disappear once the live
stream ends. This is incorrect. Talk to your child
about how what they stream cannot be undone and
has the potential to affect their online reputation.

’ WHO IS WATCHING YOUR CHILD?

If your child’s privacy settings are not set up
effectively, anybody can be watching their live
streams. One of the main characteristics of live
streaming is its ability for videos to be instantly
shared all over the world, but this creates the
opportunity for more people to watch anybody.

WHAT IS YOUR CHILD WATCHING?
Live streaming apps don't just allow children
to stream their own videos, they can also watch
other people’s streams. Anything can be streamed,
at any time and any place, including violence,
graphic imagery, nudity, illegal behavior, drug use,
profanities etc. Most live streaming apps claim to
monitor live streams and will take action to stop
any that do not adhere to their guidelines. But,
with millions of live streams each day, it makes it
extremely difficult to monitor every one.

op Tips

V([ TALK REGULARLY WITH
YOUR CHILD

Ask your child what live streaming apps they
are using and how they are using them. Are they
watching live streams or making their own? What
types of live streams do they like watching? If they
are under 13, itis strongly advised that they are not
using any live streaming apps due to the dangers
involved, but you may feel that your child should not
be using the apps even if they are over the age limit.
With live streaming such a popular feature on apps,
itisimportant that you are aware of the dangers
associated with live streaming to effectively protect
your child.

v, 00
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PRIVACY SETTINGS

Each live streaming app will have its own privacy
settings with options varying from platform to
platform. Generally, we advise that your child’s

account is set to private. This will ensure that only

their friends/followers will see their live stream. It
isimportant to check each app to ensure that the
privacy settings are in place to protect your child
from strangers viewing their streams and engaging
in conversation with them. Most apps settings will
allow you to turn off the chat feature during a live
stream, restricting conversations, but live chat is
part of the ‘fun’ when it comes to live streaming.

L A

( REMOVE LINKS TO OTHER APPS\

Some live streaming apps/websites give users the
ability to link and share the content through other

&

social media platforms to share their video further.
For example, a live stream on Periscope, can be
shared on Twitter and Facebook during the stream,
if the accounts are connected. While this may seem
like a good idea to show the video to more people,
the privacy settings may differ on each app, opening
up the opportunity for unwanted viewers to join the
stream. We suggest checking the privacy settings on

each app and where possible, only streaming on one
app at a time to have more control over who sees the
live stream.

BE PRESENT

In arecent study by the Internet Watch Foundation
(IWF) over a 3 month period, 96% of streams showed a

child on their own, often in their bedroom or bathroom.

If your child is going to conduct a live stream, ask them
if you could be present for it. This will give you an
opportunity and a better understanding of what your
childis doing during their live streams and who they
are streaming to.

\_

PROTECT PERSONAL INFO

Your child may unknowingly give away personal
information during a live stream, including their
location. Talk to them about what constitutes as
‘personal information’ and make sure they do not
disclose anything to anyone during a live stream, even
to their friends. Advise them to remove any items in
their live stream (school uniform, street name, posters
etc.) that could potentially expose their location or

J

information about them.

Sources
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At National Online Safety we believe in emp ing p , carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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The latest digital trend growing in popularity for our children are apps on their phone or
tablet that look like one thing but are secretly hiding another purpose. They first became
particularly popular in 2016. However, children are becoming more and more familiar with
‘secret’ photo hiding apps, where an app which looks relatively ordinary is actually a
hidden gateway to private photos and videos. These apps allow their users to hide images,
videos and notes within the app which is also passcode protected. One of the most common
types of hidden app used is a ‘fake calculator’ app however many others are also available.
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y = If you are aware that your children are

c

The most common use for the apps is to hlde
‘sexting’images which young people may be
sandlng or receiving. This problom is

g g rapidly and
froman Inaeaslngly early age.Notonly is
sexting dangerous, but it is illegal when it

using the app, you should read the
small-print in the usage policy/terms
and conditions to ensure the
developers do not have access to any of
the images stored on the device. If the

photos are linked to a cloud storage,
then the images stored are also in
danger of being released if the
application is compromised/hacked.

1 Ahhoughtheseappsave mlspeclﬁcaly'hrgeﬂng’m:ler
- used by anyone over the age of 4. This means that these

kot apps will wmi:“:‘;b‘l“olck.d amomaﬂal:]y by parental

produce con r these apps controls.| nephtlmms.sut asAppIe.have

thinking that it will be safe. Let's face appson ions from their

it, how many adults read all the small s app store, due to their popuhmyand potnnﬁal

print in the terms and conditions, so profitability for creators, they continue to be produced and

why would we expect our children to. find their way into the stores or available for download.
security. This allows the user to provide a fake password which, when used, directs people to a decoy folder containing

Cafely Tips for [arents &“* @

involves a minor even if both the sender and
iver are underage. By storing and

sending these images, young people should

be aware that they are committing a crime.

Young people tend to act more
impulsively if they believe that their
behaviour will go unnoticed and
remain secret, so often they will

Some of the most secure apps that are available offer the ability to set-up a decoy feature as an added layer of
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Online

Safety”
#WakeUpWednesday

TRY TO REMAIN VIGILANT

DISCUSS THE DANGERS OF ‘SEXTING’

CONTROL APP USAGE

Mee{ our experf,

Emma Davis is a cyber security expert and former
ICT teacher. She delivers cyber awareness training
to organisations nationally and has extensive
knowledge and experience of managing how
children access services and apps online.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need 10 hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesalety.com for further guides, hints and tips for adults.

Soclial media has its benefits for connecting with friends, sharing experiences and widening their
understanding of broader issues beyond their local community. The challenge with connecting and sharing
experiences via social media is that these shared experiences are often via images. Wanting to fit in and caring

about their physical appearance is a perfectly normal part of adolescence. However, with the easy access of
image changing software and filters, this physical appearance is often not the reality, further increasing the
pressure for young people to gain or portray unreal perceptions.

; What parents need to know about
A SOCIAL PRESSURES LINKED TO

‘APPEARANCE’

ONLINE APPEARANCE AND MENTAL HEALTH

,w-* ge phy 'mmmmwum.wwuw ! for child:
ives to § which are mmummwmmmmunmm.nmmm
dmﬂhWMMmﬂmthmeMm%hMMnm ourselves.

&

AIRBRUSHING FILTERS
Huun:-ob
':.':m' of creating
a detusion of is rool.

Software within social
media
your face and skin to look moce N
pleasing. As Innocent
and fun as filters may seem,
they are sending o mussage that
we are more attractive when our
features are modified.
APPS WHICH CHANGE MULTIPLE PHOTOS FOR
APPEARANCE THE PERFECT IMAGE
Thase relate 1o free downloadable Taking multiple shots to capture the
apps or options within sockal media K«lullmmlowm»dllm
apps which create a fun and easy another way of disguising reality.
way to alter your appearance. an image which
dulgmd bohmuuun e Wlwmmﬂmghw.
Mi:-:phund.l.l::y d:g-nm-wmmu;mdunm
dtered version of th by perfect image.
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QUESTIONS TO CONSIDER BEFORE TALKING TO YOUR CHILD

« Do most of their sodlal media photos have a filter/image changing app on them? . oomqmmkm\vmmﬁ.wmm
» How often do they talk about their physical image in a negative way? Are excessively anxious about physical appearance, to the polnt It impacts on their every day life?

I you have answered yes to most of these questions, then it would be a good kiea to have a discussion about thelr use of Image altering app's.

DON’T GO COLD TURKEY BE COMPLIMENTARY . DAILY APPRECIATION

Takk with your child about taking one Whilst improving body image starts with the When we have the sense that we are not good enough, we can
unfittered image of themsadves and sharing it child’s Image of themselves, complimenting foel Nke we are abways falling short, You and your child

with family first and then posting on sodal them daily on their personality and qualities | together might want to create a gratitude journal, board with
media, Perhaps ask other members of the will provide external, positive - post-it's or wipe board where you write down things that you
familly to send or post on social media encouragement about themselves, away P are grateful for or appreciate. This could range from the
unaltered pictures of themselves. from just thelr physical appearance. “ woather to a kind deed or 1o a piece of work that went well.

CHANGE THE STORY WHEN TO GET HELP

Wa all have a narrative or a story we've created about ourselves that shapes our . If your chiki becomes overly despondaent, withdrawn or there s a
core self-image. Sometimes automatic w.ww thoughts like ‘you're fat’or S change in behaviour over a prolonged period of time, they may need
‘you're ugly’ can be repeated in your mi okmthal you start to bolleve they . some professional support to help them,

are true. These thoughts are learned, which means they can be unleamed. You https:/iwww.bacp.couk/search/Therapists

can start with helping your child reframe the story Into a more positive assertion — https//www.themix.org.uk/ ks good organisation as 3 source of

or story. This will Bnk to complementing and daily appreciation. support if your child wants to reach out for support themselves

Meel our e)q)ert,

Anna B placi tion at the
heart of every “ L i ing mﬂbﬁng within the
curriculum, school culture and y She isalsoa member

of the advisory group for the Department of Education,
advising them on thelr mental health green paper.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it s needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

Personal data Is a strange commadity. Cyber thieves can buy huge quantities of personal data on the black
market for very litthe, yet your own personal datais hugely valuable to you, If your personal data falls into the
wrong hands, it could lead to identity theft, bank fraud or something even more sinister such as stalking. The

severity of that threat is multiplied when it comes to the personal data of children, when threats such as

internet grooming begin to emerge. The bad news is that children aren't always great at safeguarding
sensitive information, which is why they need parents’ help and guidance, That's why we've created this guide
to show you how you can protect your own and your family's personal data,

‘ What parents need to know about B

o PROTECTING &
» © PERSONAL DATAQ

EVERY DETAIL IS KEY SOCIAL MEDIA VISIBILITY \T, DANGEROUS GAMES

Which Info should you be wary of Soclal media sites, such as Facebook, encourage Online games are a particular risk for
sharing online? Aside from the t us to share sensitive Information In order to > children, Many of the most popular
obvious, such as full names, date of build our online prafiles. Many people are lulled games - such as Fortnite, Minecraft or
birth and address, think of the type of Into thinking that only thelr friends can see Robiox - have voice or text chat facilittes,
Information you're asked for when such Information, but that's rarely the case, Mlowing them to talk to fellow gamers.
answerlng security questions for Such Information can easily be shared with Or, sometimes, people pretending to be
services such as online banking, The ‘friends of friends' or even anyone searching for ™ fellow gamers, It's very easy for children
name of your first school, your mother's you online because privacy settings are to be seduced into divulging personal
malden name, the names of your pets, opaque, Keep soclal media profiles to the bare & data such as their address, birthday or
wur favourite band. Data thieves will minimum, If you wouldn't be comfortable d school. It's critical parents both educate

arvest as much of this information as hanging a sign with that information an your > children on the dangers on online chat in
gosslble. 50 don't make it easy for them front door, don't enter It Into soclal media sites. i games and take safeguards to protect

y publishing it anywhere online. children,

IMPOSTERS AND PHISHING ATTACKS THE RISKS OF PASSWORD SHARING

Even if you're scrupulous about keeping your data Password sharin: thsq using the same password for multiple
te on soclal media, It's easy to be lulled into sites — Is one of the easiest ways to lose control of your
anding it over to Imposters, There are two golden personal data, Hacking of major websites, Including
rules for you and your children to follow: 1. Never usernames and passwords, is common, If you're using the
divuige personal Information to phone callers, same password for a hacked site as you do on your Gmall
unless you can be absolutely certaln you know who account, for example, you're handing data thieves an easy
they are. 2. Never click on links or route Into your Inbox, where they will doubtiess find all
attachments in emalls or social I3, unless manner of sensitive information, such as bank emails and
you're 100% certain they are genulne. So-called contacts, Your emall account will often also et them reset
phishing emalls are growing ever-more the password on multiple other accounts, Don't share
sophisticated, with fraudsters able to replicate the passwords; use password managers to create strong,
exact look of bank emalls and even include detalls unique passwords for every site,
such as account numbers and IDs.

National e @ ® . 7 oo ’y

Snfine Safety Tips for Parents & Carers
#WakeUpWednesday O ® o p ‘ ., 2

LOOK OUT FOR LEAKS Qlo KEEP DATA GUARDED B DONT OVERSHARE ON SOCIAL MEDIA

Many security software packages have M”hﬁmnhﬂmhhﬂyﬂmhd The biggest threat to your child's privacy
features Qutlookformom data leaks or sensitive information for mhmm oft onuhu |)
el d il g iramaciat e het “*mu.m i o u.«.
n <o, For exampl were yoar, a

sites for usage of ‘!w m aﬁ" mmcﬂhdrfﬁonds.moﬂhhcubc
dahmchnyommlhdchssdnbllwdnumbom E diately start using easily gloaned to buiid profiles that could
passport number and more, and then email alerts against public be used to groom r:hldlnonﬂm
u\ddmlidlwubhbmdahcdmlf :potstfwm them to start busiding a profile of information about games or in real life. Exercise extre
being used, Such soft also issues MMuﬂmMMhlw mﬂmm»dﬂmdhpmh
Wmddmhlmm-dlmommﬂhlqlm*ﬂhn hacked, you've h ther big clue, concerning your children.

BE WARY OF SHARED NETWORKS/S S ‘ PLAY SAFE IN ONLINE GAMES . )

Avoid entering any | data Into a web browser when Children must be 10 treat: Inonline g
A et e e L
example) or when using shared computers. Shared Wi-FI street. Don't allow children to -
connections are much easler to eavesdrop on than your home mmmmk“ y e
nttvmk,cspedd |f they are not password protected or the ", >
password is freely with customers, Don't do onfine & o
sho, hnldngoventuinybmmmmud
womtouwl;‘vpl lt’lmh "m |:;h umnhf,nkﬂm otw mcmm-m

e, as It's very easy fora to save s 10 only use mnuo
that could be used by others. thaty

Meet our expert ‘ @
Barry Colfins has beena technology journalist and editor
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TV Nevrs ot Ten. He has two chikdren and has written ] ' ‘ . ‘ .
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What parents need to

know about

Al

Although a great privacy tool in the
right hands, VPNs can be dangerous for

children and let them bypass \ Y
restrictions you have on web browsing. .“ A

——0 What is a VPN? —

A Virtual Private Network (VPN) is a privacy tool used
to hide internet activity from prying eyes. Without a
VPN, internet traffic is sent directly from your
computer or smartphone, letting anyone in-between
you and a website or service that you're accessing
(such as a wireless hotsﬁot owner or your ISP) see
what you're doing. With a VPN, a secure tunnel is
created between your computer or phone and what's
known as the endpoint. The endpoint is merely the
part of the internet where your connection comes
out and can be in the same country as you or located
anywhere else in the world.

Usin? a VPN has two main effects. First, as the tunnel
is fully encrypted, nobody between you and the final
endpoint can see what you're up to. Secondly, as all
of your traffic looks as though it's coming from the
endpoint, you can further avoid being tracked and
monitored, hiding your real location from everyone.

VPNs have many legitimate uses. For example,
running a VPN when on a wireless hotspot or hotel
network that you don’t trust, gives you additional
security. There’s also improved privacy by using a

VPN, preventing ad networks and the like from
tracking you and working out where you live. VPNs

are also often used to bypass protections, say

watching UK streaming TV when abroad by
pretending that you're still in the UK.The way a VPN
works means that children can also use VPNs to hide
what they're doing and get around any restrictions
that you miggt have in place.

v

National
Online

MEET OUR EXPERT

This guide has been written by

computing

m&ﬁ“’fd" bl -old)
n -old and a six- s
he's had to control and magc
how his children access online
services and use apps.

What are the risks?

There are three main issues with VPN usage by children,
potentia lmem affecting their privacy (and yours), and
opening up lo seeing inappropriate content.

1) Viewing age-inappropriate content

Parental control tools work by looking at the sites that a child is trying to visit,
and then blocking acc to a list of what's not allowed. With a Vgl, the
secure tunnel that's created means that web traffic can’t be viewed, so parental .
controls stop working. Once on the internet; a child using a VPN can look at
anything they like unrestricted. This isn’t just at home. Children that are allowed
to take govlm into school for work purposes can also use VPNs to bypass any
filters that have been set up on the school network, too, VPNs can bein
software and via what's known as a proxy website, With a proxy website, a child
visits this, then enters in a blocked v address that they want to view, the
blocked website is then downloaded and viewed through the proxy, \
sidestepping any parental protection. T

2) Malware infections L % A

Inﬂal“n&any unknown application is fraught with danger, and the same
'W ymany free VPN applications. In an investi it was found that-
38% of free Android VPNs contained malware, with 75% also designed to track
activity. By install m?xt software, a child may be orntng themselves up
to being spied on and their private details being stolen. If you use a shared
device with a child, an infection can also affect you. Malware can qu,ud. and
there'sthenah risk to other devices :‘dyom network, There's a chance -
that a dod will use your computer internet bandwidth, too. Bacl.( ]

n
i
/ﬁ‘l's. the free Hola VPN extension was found to be secretly selling its users*

ndwidth via another service and, in some cases, users' internet connections
were being used for illegal activity.

3) Free VPNs can spy on people o \'

N

- The best commercial VPNs are built around ror;vgaiq and have strict rules about.

hldmacﬂvhy, not spying on users and not data, These tools are built
for adults who wish to protect their anonymity, Children often go for free VPNs
and proxy websites, which have a Ies_s”strr« code of ethics. Many free VPNs have
been found to spy on activity, store private information and even sell this data
on. When using a VPN like this, dodgy adverts and ps can be inserted into
web traffic, beyond the harmful things that your child may already be viewing.

What parents can do

Although the risks might seem entirely different,
the protection from VPNs is the same for all of
the threats.

Filter VPN sites

Check the glrental controls software that you're using to see if there’s a filter
to block VPN/Proxy traffic. If this is selected, it will prevent most known VPNs

from working, along with proxy websites.

Block VPN applications @

Stopping and removing any VPN applications running on a child’s device is a
must. If you have parental control software that can restrict application use,
make sure that Pyou investigate any application that your child wants to install
and block all VPNs. If you've recently enabled any applications, go back and
check what they're used for and remove any VPNs that you find. If you don’t
have software to check what's running on a child’s devices, then you should
manually check. Searching for an application with VPN in the name is a good
idea. Look out for tell-tale signs, too: computers and phones will usually display
a different connection symbol when a VPN is connected. You can also use a

child’s computer to try and view a restricted website to ensure that filtering is
still in place.

Monitor your child’s online activity

In order to prevent your children from falling prey to
inappropriate content, it's important to monitor your
child’s internet usage and have open and honest
discussions with them about their online activities.
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At National Online Safety we believe in emp ing p , carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

nd “skin” betting. These terms can be
s they mean different things in differe
nline gaming has historically meant
websites with cards, slot machines and
More recently, as we are discussing here,
jaming has also come to mean video gam@'
over the internet. In online video games,
can often start playing for free. As they
, the game offers in-app purchases that
‘equipment, weapons, outfits and 2
ents to characters. These are usually small
of just a few pounds. However, games
ny hundreds of these purchases that can
lildren spend a considerable amountof

Eﬂeﬂ in the media about online ga

SAFE SETTINGS

It's important that parents try this out with children as they venture into the world

of gaming. Together they can build an understanding of how these purchases work and
discuss which are really good value, and which are over-priced. Like pocket money, it can be
a good way to teach children about virtual currency and online purchases.

It’s important to understand that it can be easier to make repeat purchases online compared to buying toys or stickers over the counter. Also, many
games offer high-cost top-ups of virtual currency (up to £79.99) in a single purchase. While these are sometimes labelled “best value” they represent
a significant investment in a game that should be considered carefully before purchase.

It’s worth noting that Microsoft, Sony and Nintendo have agreed to disclose the odds of getting rare items in loot boxes. Game publishers on these
platforms will have to reveal the chances of each purchase. Some publishers do this already. Together with your child, you can set-up spending limits
to stop accidental purchases. A good approach is to use the pocket money feature on consoles to allow them to spend a small amount each month.

You can also avoid putting your credit card details in by using pre-paid cards that work like book tokens. If you do add credit cards ensure you set up
a password on the account.
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can trade and swap items in
tive rarity of these items
g market where these items
This trading aspect of games
can be an enjoyable way
t the items they want, similar
otball stickers in the

items are often just visual
m:ters look they are
h, in reality, this
that do more thlatz change
important for parents to
these “skin” trades are often
sites or apps outside the
can mean that parents are
. Also, the third-party
i unregulated and beyond the
e creator.

VALUING IN-APP PURCHASES

deo games also offer what has been cal
Xes” as a way to purchase these items.

'a common item that has a low value in
qually, they may get a rare item that has
ue. These interactions are not consider:
ling according to the UK Gambling
sion, although sometimes they have a
ppearance because the items obtained
monetary value outside the game. Only
1at contain simulations of real-world

g have the PEGI Gambling descriptor.

, games that offer in-app transactions of

tor on the box or at point of sale online.

Understanding how modern games make money enables you to guide your family to find the best value in the games they play. Whether it’s taking advantage of the many free to play
games now available, making informed decisions about in-app purchases or spending weekend pocket money after a hard week at school, this way of paying for games can work.

e[ our exper(,

Robertson is a parent of three children and
ist who writes for national newspapers and
ast television. His Taming Gaming book
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

“The industry, as far as we can see as families, are grooming the next generation with a whole set of online games and these are aimed at 7, 8, 9
year olds - that’s the next generation who are going to be their income generators” - Liz Ritchie, Gambling With Lives

The digital world that we live in can be a minefield for families and parents/carers. The way in which children ‘game’ now is completely
different to how modern day parents and carers would have experienced. The ‘monetization’ of gaming is at the forefront of research
and there are increasing concerns surrounding online gaming and the subsequent links this has with underage gambling.
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RecotnisNGRHEGIENS
10 Signs for Parents to Look For: 10 Top Tips for Parents:

Disordered gambling is sometimes referred to as the 'silent killer' If you think that your child may be at risk of developing a gaming addiction then
Unlike drug or alcohol addictions the signs are sometimes harder to there are a series of measures that you can put in place. This is by no means an
spot and if not dealt with at an early age can have a devastating exhaustive list but just some strategies that could ensure a potential situation
affect on both the gambler and their families later on in life. does not escalate.
EXCESSIVEUSEOFDEVICES ‘ " BE AWARE
.
This can lead to increased isolated Do not fallinto the trap that it's just what children do - as
behaviour and lying about the parents/carers/fa mlllubl'on&eumep.ge’mddomtbo
amount of time spent online. allowed to be played off against one another.
-
SPENDING MONEY ONLINE WITHOUT PERMISSION "@ VISIT THE GP
»
If a child is willing to spend line (invariabl, nt's card) ami mblil lddkﬂwmmneognindu
wn:hout pcsrmlss:t‘:gn thoon this m a:tna;‘:n or;va.rlr wayrn':;'ll:ga IRo psar‘:ms “’9 so'"l%?ocbr:g Gmb inthese areas -
to ensure that there are some barriers and parental controls in place. f.nm.s can self-refer to NHS Glmhg lnd
CHANGES IN BEHAVIOUR . DO YOUR RESEARCH

Children may become moody, aggressive or argumentative See what help and support is available. Visit
particularly during or shortly after periods of online gaming. www.gamfam.co.uk and become an expert.

A CHANGE IN ATTITUDE TO SCHOOL i SPEAK TO THE SCHOOL

Have an and honest conversation. Schools are investing heavily in mental
Children may display an obvious change in attitude
to learning and a more negative view of school. .:“' can arrange or direct you to the most appropriate support services.

DISENGAGED WITH FAMILY LIFE 9® NI AN ACHVE RUTERESE \

luipllosto school work and in creating a learning environment at home. Find
es and hobbies that create a life away from the screen and be part of it.

rather than engage in normal family activities.
COMPULSIVE EATING BECOME THE EXPERT
Research the childis plqlng -
P s T e Q
- 2 PUTBARRIERS IN PLACE
IMPATIENT il

v ¢ Sotuppnnmlmntmklwd‘ vices (including ph ) and set time.
T 'y ¥ Pnnmrﬂwpwnhhums’udlonnmwmkmwumh
Not prepared to wait for anything (mirrored in excessive online VAL
game play and in app purchases) and nothing is ever good enough. "

o o FINANCIAL CONTROLS
‘THE LOOK'

Turn off in-app purchases. Do not link your debit/credit card to your child’s
m-wuuammm For example Monzo, Go » Nimbl

Children start to prefer spending time aloc'\‘e online

Compulsive gamblers are often said to look zoned out, have agreyness, look or speak to your advic 4
ill, experience a loss of weight and stop taking pride in their appearance. The
same can be said of those who are starting to develop a gaming addiction. DISCUSS LmT BOXES AND SK]N BEI'"NG
OBSESSIVE BEHAVIOUR Have a conversation about loot boxes and skin Many games a
can still be played and completed without using loot on the
Children who demonstrate obsessive behaviour in everyday life are console version but be mindful of the mobile versions.
often reported to be ‘at risk’ of developing an online gaming disorder.
DO NOT LEND MONEY FOR GAMBLING e
DISHONESTY
Or if you think it will be used for online
This could include starting to tell lies and in the g, without your permission. 5
more extreme cases even stealing things. —
National - - oy .
ationa The above guidance has been produced by ° .
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Educate yourself about social media sites your
child is using so you can really understand what
they are experiencing and how this may be
making them feel.

2. DISCUSS REAL-LIFE |
CONNECTIONS

# What trusted adults
need to know

Social Media is often scrutinised as having a
impact on children's mental health. Whilst currently
there is not enough evidence or research to say
whather this is true or not, there are certain ‘modern

s e b e o S o e s oople 3. SUGGEST REGULAR BREAKS

Sorms bt ke comad wth  ecng that you e ~ FROM SOCIAL MEDIA

canstantly visible. This guide is designed to encourage
trusted adults to think about their children’s mental
heaith and their social media activities, providing - Encourage your child to take regular breaks from
. them with some useful tips on improving and > checking their social media platforms. You could suggest ..
. supporting mental health among young people. that thay turn off their app notifications during certain
o times of the day so they can focus on other things,

-

= r Five potential signs & | &
symptoms of mental

health difficulties & 4. ENCOURAGE OTHER

Have you noticed a change in your child’s HOBBIES OR INTERESTS

revsommy? They may not be acting or
eeling like themselves.

Spending time away from their phone and devices

Any recent uncharacteristic anxdety,

.,.,gy,,' or moodiness? R4 will offer them an opportunity to discover other
interests and activities they may enjoy. This could

Is your child ex viencing,social be sports, playing a musical instrument or creative (/
withdrawal and isolation? interests such as arts and crafts, >)

Is there a sudden lack of self-care or risky
behaviours?

hopalesines o s Sveweime 5. OFFER YOUR SUPPORT Y08

Inappropriate and harmful content can be
accessed on the internet which may impact your

National ‘ > child’s mental health. Explain to your child that
. not everything online is real and ensure they know

Online = — D moumnmﬂosumnd.dm::.m
SOfety 2 any worries or an they may have.

#WakeUpWednesday
HELPFULAPPS:  OTHER SERVICES: »

Meel our experf, - - Mindahite” - Bullying UK (0808 8002222)

Ths guide has been written by Anna Bateman. » Smiling Mind « Young Minds (0808 802 5544)
Anra s sonate about pd atthe

L

s N A BT EVIRA L e
" hamaal Mray-«nwuv-m-Jo'v-¢\-_c--¢¢.(g¢'-‘~.*. e o Ta NI I o
W,-nwmww"wm{ LENCTAISCARDER, -
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At National Online Safety we believe in

feel it is needed. This guide focuses on one plntform of many which we believe trusted adults should be aware of. Please visit www.

, carers and trusted adults with the information they need to hold an informed converntlon about online safety with their children, should they

y.com for further guides, hints and tips for adults.

SUPPORTING CHILDREN'S

MENTALHEALTH

10 Conversation Sfarters for farents

Talking about mental health to children is sometimes hard. To the point that we can put off
raising the subject, not wanting to unearth problems or raise overwhelming subjects that
we perceive our child is too young or not ready for. But rather than keeping children in the
dark, this guide is designed to help you confidently talk about mental health, so they feel
comfortable talking about their own worries and end any stigma before it begins.

National

Online

Safety’
#WakeUpWednesday

!

This sounds obvious, butitis not something we are always great at. Active listening is
where we listen without interrupting or making judgements and shows interest in
whatis being said. If your child feels li dtointhe llest of problems’ they will
become confident that you will listen when the ‘biggest of problems’ arise.

ASKTWICE

The campaign from tlme tochangeisgreat.
https://www.time-t
Be tenacious about your <h||d s wellbeing Children insﬁn:tively
know when your questions and support come from a place of
wanting to help and care.

org.uk/ K-twice-c

Areyou sure?

This advice also relates to the first point. If your child can
ask you any questions about the smallest of things and you
listen and answer without shaming or belittling, then they
will have more confidence to ask the biggest of questions.

BE OPEN AND HONEST

Children appreciate honesty, particularly if you are having to share information
or talk about a difficult subject. For example, you may be talking about death or
loss; ‘It's very sad that Nana has died’ or ‘I feel sad that Nana has died’. How you
talk about a subject will differ depending on their age and developmental
maturity. Talking about death to a younger child for example will be different to
that of an older teen, as their experience and understanding of death is different.

KNOW WHEN TO SEEK HELP '

Assess the severity of the mental health difficulty you are noticing. Is the difficulty
making it hard for your child to function regularly throughout everyday life? How
frequently is your child affected, how long does it last and how persistent s it? Are
they having problems controlling the difficulty? Talk to your child about your
concerns and that itis likely they will need further support beyond family and friends.

THERE IS NO SUCH THING AS A STUPID QUESTION | B HELP YOUR CHILD FEEL SAFE

Meet our exper],

This guide has been written by Anna Bateman. Anna is
passionate about placing prevention at the heart of every
school, integrating mental wellbeing within the curricu-
lum, school culture and systems. She is also a member of
the advisory group for the Department of Education,
advising them on their mental health green paper.

www.nationalonlinesafety.com

TALKABOUT MENTAL HEALTH NATURALLY

Speak about mental health as part of everyday life, so that talking about our feelings and
those of others is normalised. If the usual ‘are you ok?’ is not creating an opportunity for
dialogue then say something like ‘l know when something like that has happened to mel
feltlike this... is that how you are feeling or are youfeeling something else?”

YAl EMPATHISE ®,

‘It makes sense that you would feel this way, it is understandable’.
Children often worry about things that we, as adults, might see as
trivial or silly. However, for them at their age and stage it is a big
concern and they need our kindness and care when they show

their vulnerability and share their worries.

Teens particularly feel that by talking about their worries or concerns that this
will make things worse. Reassure your child that you will discuss a plan of action
together and what may or may not need to happen next. If they are a younger
child, it is likely you will need to lead the conversation and explain next steps.

MIND YOUR LANGUAGE

Be mindful of the language you use at home to describe
and talk about mental health. Stigma often arises from
misconceptions and a choice of language which is
harmful. Using the word ‘mental’, ‘man-up’ or other such
words in a derogatory way won’t encourage your child to
talk about their mental health for fear of being belittled.

%lse

Twitter - @natonlinesafety

ITIS OKTO SAY 1 DON'TKNOW WHAT TO DO NEXT’

Adults do not have all the answers but often children
think they do. Itis ok to acknowledge that what your
child is experiencing is not hing you have come
across before or know anything about, but that you
will work it out together and seek help together.

Gources of [nformation and Support
z:::\::ﬂlnds https://youngminds.org.uk/v
//www.nhs.uk/conditions/: dep

h ionforchildren.org.uk/i d-blogs/p
a-slmpIe—guIde-to—adlva—Ilstenlng-fnr-parentsl

themix.org.uk/

I-health

Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 05.02.2020
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Orlie Sy Tips
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1 KEEP YOUR PERSONAL 1 ACCEPT FRIEND REQUESTS FROM
INFORMATION PRIVATE ONLINE STRANGERS OR PEOPLE YOU DON'T KNOW

SPEND TOO MUCH TIME ON YOUR DEVICE

2 SPEAK POLITELY AND BE KIND TO OTHERS (]
WHEN YOU SPEAK TO THEM ONLINE

SIS,
3 TELL A TRUSTED ADULT IF YOU

NASTY MESSAGES
ARE BEING BULLIED ONLINE

=y Erasuseo
4 COPY PEOPLE'S WORK ONLINE é_g;& BY Oscap

+ USE PASSWORDS TO PROTECT @ ° OR PRETEND IT IS YOURS
YOUR PERSONAL INFORMATION ¥ |
s BEMEAN ORNASTYONLINE &3 s,
s ALWAYS CHECK WITH A TRUSTED il
ADULT FIRST BEFORE USING A DEVICE
OR DOWNLOADING A NEW APP USE YOUR DEVICES CLOSE TO BEDTIME ©

6 TELL A TRUSTED ADULT IF YOU SEE K\é
SOMETHING ONLINE WHICH YOU DONTLIKE 7 SHARE PERSONAL INFORMATION ON ¢ v
| th, , THE INTERNET WITH STRANGERS

7 USE THE INTERNET TO HAVE FUN ®)

AND TO HELP YOU FIND OUT
INFORMATION ABOUT THINGS 6 5! ‘

S0 e

% www.nationalonlinesafety.com Twitter - @natonlinesafety = Facebook - /NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 27.11.2019




At National Online safety we belleve In empowering parents, carers and trusted adults with the information they need to hold an Informed conversation about online safety with their children, should they
feel it Is needed. This gulde focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

" (o5 Nationo WAYSTOBE ®, -
ER 1 KIND ONLINE - —

H#WakeUpWednesday
Showing kindness online can mean so much to someone else. It is a choice we can all make that helps others, puts
people’s needs before our own and which can generate feelings of empathy and compassion. Small gestures can have a
hr?‘e impact and often one act of kindness can lead to more, making the world a happier and more positive place. That’s
why we've created this guide to suggest a few simple ‘acts of kindness online’ that can benefit people’s mental health,
support their wellbeing and encourage a more positive approach to engaging online.

' A 3 >
® ‘ o THERs : ‘
¥ 1.BE _
POSITIVE = B Katn theamcaives s e R I 1 Gout
X 2 x:::gmmowhg them that you appreciate it

Sometimes a friend or family member might posta
90V R question online or ask for help with something they

P canftdothemseives. fyoulnowthesnswerorare 4. SHARE FUNNY VIDEOS OR IMAGES

ke you happy and response. Something that may be easy for you ITH FRIENDS & FAMILY
ﬂ%iz-jﬁth{{ﬁ&k | might be difficult for someone eLe_ Yv" oﬂ‘:‘n i or
someone else’s daru; 3 images online that make us laugh and I /\O

then we move on. If you found it funny,
your friends and family might too.
It could help someone smile who

may be having a bad day.

S. LIKE, LOVE & CELEBRATE

If somebody posts something that you Hkn'on | 1
g e memsse "+ 6. VIDEO CALL YOUR VOURE THINKING

FRIENDS & FAMILY OF THEM

8. SHARE POSITIVE POSTSO It can be easy to be consumed by daily routine.

Using apps like Zoom, FaceTime or WhatsApp We can't always tell how people are feeling
If you see something online that inspires you, share it with are ggr“;:pf:' connecting with others far away and shows online and just dropping somebody a message
people you know. An inspirational quote, a beautiful photo  you're thinking of them even though you can't physically to ask if they’re ok or that you're thinking of
or a motivational video can lift spirits, improve self-esteem meet them in person, them could literally make their day.
and help make people feel better about themselves.

11. BE COMPASSIONATE

9. HOST AN & UNDERSTANDING

ONLINE QUIZ :  mg

Sometimes thinking before you act can be Being empathetic towards others and thelr situation Is
J‘l'l‘ﬁ “h!:mﬂm as acting 'ﬂ:fﬂ ﬁé":"’:ﬂ- Showing often an act of kindness and selflessness that gets
Video conferenci to ougnt re you comment could stop you posting overiooked. If you notice someone who Is upset, drop
getfriends and ';g;ym' "‘" ‘?’;;;:“y‘ + something hurtful, offensive or negative. it's always them a message and offer to listen.
e Who s fesli i o better to post positively or post nothing at all. £
online quiz and invite them to join in, It
could really cheer them up. .

‘ " 13. RECOMMEND SOMETHING
2 copTmmms LMy O ) /ISR

Youmey o people 2 v Matis g If you enjoy doing something online, such as playing a
know ple amongs J if you've found a great learni hare it

family who you trust and know well who have similar e . e

interests and likes. Introducing them can be a great way for

them to make new friends but remember to always ask

with others. Even if you've watched a good film, letting
others know can be an act of generosity that brings them
2 . 4+ excitement or pleasure at a time when they might need it
their permission first. 3

the most.
14. PRAISE OTHERS FOR

Meet our expert THEIR ACHIEVEMENTS

5 + +
This guide has been written by Anna Bateman. 5 + : £ 4
Annagi‘; passionate about ::ymg prevention at ey + Sometimes your friends or family might
the heart of every school,integrating mental 3 + post something online that they're
wellbeing within the curriculum, school culture . proud to have done. It might be an
and systems. She is also a member of the < exam they’ve passed, learning a new
advisory group for the Department for . kill or'i 2y
Education,advising them on their mental heaith skill or just completing a task. Either way,
green paper. it'’s always kind to recognise hard work

+ - and effort through praise and celebration.

www nationalonlinesafetycom Twitter- @natonlinesafety  Facebook- /NationalOnlineSafety Instagram - @ NationalOnlineSafety
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At Nationol Online Salety, we bellove in empowering parents, carers ond trusted adults with the information to Isold on informed conversation about online safety with thelr children, should thoy
feel itis needed. This guide focuses on one issue of many which we believe trusted aduilts should be oware of. Please visit www.nationalonfinesafety.com for further guides, hints and tips for adults,
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& \What Parents & Carers Need to \@o about ™

*” TIKTOK

TikTok is a video-sharing social media app which lets people create, view and download looping
15-second clips. Typically, these are videos of users lip-syncing and dancing to popular songs or
soundbites (often for comic purposes), enhanced with filters, effects and text. Designed with young
people in mind, TikTok skyrocketed in popularity in 2019 and has featured near the top of download
charts ever since. It now has around a billion users worldwide.

£
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Meet Our Expert \ National
Parven Kaur is a social media expert and digital media S \ O n I i n e

consultant who is passionate about improving digital literacy for |

parents and children. She has extensive experience in the social / S Qfet y

media arena and is the founder of Kids N Clicks: a web resource

that helps parents and children thrive in a digital world. / #wakeu pwednesda9
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with
their children, should they feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit

The ‘Snap Map’ lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat

bsite about uploading images and videos to ‘Our
Story’ stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choose!.” When uploading to
‘Our Story, your child’s image or video could appear
in“Search results and Stories on or off Snapchat -
today or in the future.”

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.

National
Online
Safety’

THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with
your child, but if it helps them protect themselves, itis
worth it. Talk to them about the consequences of sexting
and make sure that they're aware of the risks. Ensure your
child knows that ‘Snaps’ can be screenshotted. Teach them
that if they post anything potentially embarrassing or
harmful (either of themselves or someone else) it can
have severe consequences as the message, image or
video can be shared further.

REPORTING A STORY, LENS,
FILTER, SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the
lens they want to report. An info button will appear above
the lens. Click this, followed by the flag icon. This will send
a report to Snapchat for further investigation. Reports can
also be made on the Snapchat support website:
support.snapchat.com.

Status of Mind: Social media and young people’s mental health | Life in Likes - Children’s Commissioners Report | Google Play Store | http: pport.snapchat.com/en-US

www.nationalonlinesafe

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which
has been sent to them. Users may sometimes
forget that screenshotting is possible and send a
compromising image or message to somebody
who they think they trust. Due to ‘Snaps’
disappearing, (users can even send a one-second
photo or video), Snapchat has become the chosen
platform for children and young people to send
sexually explicit images or ‘selfies! Once a
photo/video has been screenshotted, or recorded
using another device or software, this can lead to
further dangers, such as blackmail and
cyberbullying.

Itis illegal to make, possess,
download, store and share sexual
images, photos and videos of a
person under the age of 18. This
also includes any sexual images,
photos and videos that a child
may have taken of themselves.
However, if a young person is
found creating or sharing images,
the police can choose to record
that a crime has been committed,
but taking formal action isn’tin
the public interest.

USE‘GHOST MODE’

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Snap Map and

tap the cog in the top-right corner. Here, change the setting
to‘Ghost Mode.

HOWTO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message, simply
press and hold the sent message and press delete.

TURN OFF‘QUICKADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.

.com

-parent-review/ | BT.com | Indep

P: P

Twitter - @natonlinesafety

co.uk

www.nationalonlinesafety.com for further guides, hints and tips for adults.

Aside from taking photos and videos, Snapchat has
other elements to keep users coming back for more.
‘Snap Games' is a feature within the app where users
can play minigames with others on their friends list.
The games function is easily accessed by tapping on
the rocket button during a conversation. Another
feature on the app is ‘Snap Originals, which allows
users to watch content created by Snapchat,
celebrities and other accounts, including a mixture of
comedy shows, drama, news and more. These
features are designed to encourage users to stay on
the app, which may be quite addictive.

Snapchat's selection of filters and lenses are seen as a
great way to enhance your ‘selfie game’. Although the
filters are often created to promote entertainment and
humour, using the ‘beatify’ filters on photos can set
unrealistic expectations and create feelings of
inadequacy. Children may strive for admiration and
appreciation by sending these ‘edited’ photos to their
friend list. Judging themselves against other users on
the app might threaten their confidence or self-worth.

RESTRICT STORY VIEWS

Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends.

f
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At National Online Safety we believe in empowering parents, carers and trusted adults with the infoermation they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

‘ What parents need to know about S0,
Q O ' i STAG'R !

Instagram isa h ) rking app with over 1 billion users worldwide. The app, which is
accessible on iOS and Andmid devkes. allows users to upload images and videos to their feed, create interactive
‘stories] exchange private messages or search, explore and follow other accounts they like. Images and videos can
be transformed with an array of to edit the shot before sharing and anyone with an account can see others’
online ‘galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags
@ and captions to their uploads. That's why we've created this guide to help parents and carers understand exactly
what Instagram is about.

S, MPACTONWELLBEING s EXPOSING LOCATION =%

Many social media platfy L Included, have been In a report by the RSPH, Instagram was ranked the
daﬂqmdlnuwlymlunp on them for as long as worst for young p-oph’s mental omm Using filters on
Eynl calls this the Hook tations

ble. Behavioural economi n set unr expec
Is a great example of and cmu fntl s of imdoqua:y Children may strive
u%msaoll wuylnd formou ‘likes’ photos.

Public locations can be added to a user’s photos/videos
and also to their stories, While this may seem like n ood
idea at the time, it can expose the location of your child.
This is rnnkulany more of a risk If it is on Mr swry asit
using realistically edited Is mlt photo which includes landmarks in the area,
dictive and ng themselves against other users on the app r school uniform, street name, house and even

ml h thmtm their confidence or self-worth. In early ugqiny in the location of the photo uploaded to
19, Instagram banned images of self-harm and Instagram can expose the child’s location, making it easy
suicide, hll .l? the suicide of 14-year-old Mol to locate them. If their account is public, anyone can

Russell, who had reportedly been looking at access their account and see their location.
material on the platform. They since exten ﬂn ban

to include drawings, cartoons and memes.
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Direct pr (uDMs)an allow users to share
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RESTRICT DIRECT MESSAGES

i your child receives a message from somebody they do not
know, encoura n them not to accept their message request
and 'block’ th ‘?‘ rson; this is the only way to stop them
messaging your child again, Children can also ‘tap and hold"
the individual message to report it directly to Instagram as
well as reporting the account itself,

LOOK OUT FOR#ADS

In 2019, the UK's Competition and Markets Auﬂwmy
launched an investigation into celebrities who were p
adverts on social media and not declaring that thvy wera
paid for. Influencers must clearly state that they have been
paid for their gon: for example using a hashtag like #ad or
fsponsored. Teach your child to look out for the signs of a
paid post/advart and discuss with them that not everything
they see from celebrities is their personal choice and
opinion,

MANAGE NEGATIVE INTERACTIONS

If your child is recelving unwanted or negative comments,
they can block that account so that they can't interact with
them, This stops them seeing and commenting on their
posts, stories and lve broadcasts. In addition, your child can
mnmto‘doku unwanted comments from their posts, tum

completely and control who can tag and mention
them in comments, captions or stories, from everyone, enly
people they follow, or no one at all.

MANAGE DIGITALWELLBEING

Instagram now has an in-built activity dashboard that allows
users to monitor and control how much time they spend on
the apg Users can add a ‘daily reminder’ to set a limit on how
much time they want to spend on instagram, prompting
them to consider if its been too long. In addition, once meu

have caught up with all the previous posts since the' K
logged on, they'll receive a ‘You've compietely caught up'
maessage. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits,

PROTECT PERSONAL INFORMATION

Your child may unknowingly gnve away personal
information on their profile or in their live streams. Talk to
them about what their | information is and make
sure that they do not disclose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT

By default, any b&!mge or video your child uploads to
Instagram s visible to arvyom A pv vate accoum means that
you av: to app k ";' wantsw!el,l:w

you an people you apprew will see your posts a
videos. Chléren should also use a secure password and

r )
FILTER INAPPROPRIATE COMMENTS

Instagram has an mlvbullqu filter, which hides comments
relating to a person’s appearance or character, as well as
threats to a person’s wellbeing or health, The filter will also
alert Instagram to repeated problems so that they can take
action against the user if necessary. This is an automatic filter,
which should always be onabkzcrn'ldnn <an also report
abusive behaviour or inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

TURN OFF SHARING

Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
usar, This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS

If you are happy for your child to have a card associated
with thelr Instagram account, we est adding a PIN
which needs to be entered before ma r(f?: payment; this
will also helpzevem unauthorised pu is can be

ed in the payment settings tab.

DON'T FORGET TO BE VIGILANT & TALKTO
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At Notlonal Online Satety, we belleve in empowering parents, carers ond trusted adults with the information to hold an informed conversation

about online safety with their chiidren, shouid they

fool Itls needed. This guide focuses on one of many apps which we believe trusted adults should be oware of. Plecse visit www nationaionlinesafety . com for further guides, hints and tips for aduits.
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Fraudsters occasionally send WhatsApp
messages pretending to offer prizes -
encouraging the user to click on a link to
win. Other common scams involve
wornir:P someone that their WhatsApp
subscription has run out (aiming to dupe
them into disclosing payment details) or
impersonating a friend or relative and

sking for money to be transferred to
help with an emergency.

DISAPPEARING MESSAGES

Users can set Wh(ﬂlﬂpr

messages to

dlnaproor in 24 hours, 7 days or 90 days
by defauit. Photos and videos can also be ‘ B

instructed to disappear after the
recipient has viewed them. These files
can't be saved or forwarded - so if your
child was sent an inoppropriate
message, it would be difficult to prove
any wrongdoing. However, the receiver
can take a screenshot and save that as
evidence.

ENABLING FAKE NEWS “

WhatsApp has unfortunately been linked
to accelerating the spread of dangerous
rumours. In India in 2018, some outbreaks
of mob violence appear to have been
sparked by false allegations being shared
on the app. WhatsApp itself took steps to

revent its users circulating hozardous

heories and speculation in the early
weeks of the Covid-19 pandemic.
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POTENTIAL CYBERBULLYING

Group chat and video calls -~

are great for connecting with £ *
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, there is always the potentia
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CREATE A SAFE PROFILE

Even though someone would need a child’s

ne number to add them as a contact,
t's also worth aitering a young person’s
profile settings to restrict who can see their

hoto and status. The options are

everyone’, ‘my contacts’ and ‘nobody’ -
choosln? one of the latter two ensures that
your child’s profile is better protected.

LEAVE A GROUP

If your child is in a group chat that is
making them feel uncomfortable, or
has been added to a group
that they don't want to be

rt of, they can use

atsApp’s group settings

to leave. If someone exits a
g:oup. the admin can add

em back in once; If they
leave a second time, it is
permanent.
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if your child needs to use the ‘live
location’ function to show you or

they
share their location onl
for as long as they n
WhatsApp gives a range of

“live location’ options, and your
child should manually stop sharing

longer needed.
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BLOCKING 4(’“ y
if your child receives spam or offensive \
messages, calls or files from a contact, they
‘settings’ in the chat.
lock
show up on their device and stays undelivered.
someone does not remove them from
our child’s contact list - so they also need to
@ deleted from the address book,

‘- >

contact won't

report it

ACCIDENTAL
GES -

if your child posts a message tho¥
want to delete, WhatsApp allows the
user seven minutes to erase a
message. Tap and hoid on the
message, choose 'delete’ and then
‘delete for everyone.” However, it's
important to remember thgt

| recipients may have seen (and
' taken a screenshot of

a friend or relative, call that
usual number to verify it really is them, or if
it’s someone trying to trick your child.

pea

someone’s feelings to be hurtbyan
unkind comment or joke. The ‘onl

admins’ feature gives the admin(s) of o |
group control over who can send
messages. They can, for example, block
people from posting in a chat, which could
make a child feel excluded and upset.

the other person aiso needs to have
the app). WhatsApp can access the
address book on someone's device and
recognise which of their contacts also use
the app. So if your child has ever given

their phone number to someone they don't
know, that person could use it to contact

them via WhatsApp.
8 (f! ‘,:

To start a WhatsApp chot, you
only need the mobile number of

LOCATION SHARING

The "live location’ feature lets users

share their current whereabouts,

allowing friends to see their movements.
WhatsApp describes it as a “simple and
secure way to let peotple know where you
are.” It is a useful method for a young
person to let loved ones know they're safe
= but if they used it in a chat with peorle
they don’t know, they would be exposing
their location to them, too.

HE

REPORT POTENTIAL SCAMS

Young poo:lo shouldn’t engage with any
message t

to be true. When your chiid receives a
message from an unknown number for the
first time, they’ll be given the option to

at looks suspicious or too good .
¥4 /4

as spam, If the sender claims to be

erson on their

CHECK THE FACTS

You can now fact-check
WhatsApp messages that
have been forwarded at

least five times, by
double-tapping the
moqnitying glass icon to the
right of the message. From
there, your child can launch a
Google search and decide for
themselves whether the

e

before it was deleted,
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At National Onfine Sofety, we believe in ampowering parsnts, carers and trusted aduits with the information to hold an informed conversation about online safety with their children, should they
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FACEBOOK

With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world‘s most popular
social media platform. it encourages interaction with other people by (among other things
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updates, joining groups and playing games. Facebook is free,
and anyone over 13 can join - but with no age verification, younger children can
easily create an account: it's likely your child is already familiar with the
platform, even if they don’t yet use it themselves,

TARE |~
|
\ il W

ADDICTIVE NATURE

Facebook's quick reward cycle of likes and
comments on shared posts can be hugely
addictive. It encourages users to keep
returnl(hg to post things and increases
FOMO (the Fear Of Mlnlnq Out), which
leads to people checklng he app even
more frequently and finding themselves
endlessly scrolling through content.

CYBERBULLYING V=S

A 2021 Ofcom report found that around one in
four UK 12-15-year-olds had been cyberbullied
or troiled (intentionally antagonised online). On
Facebook, this can hoprn through private
messages (on Faceboo! Mnungor{; hurtful
comments on their profiles and posts; ?o @s or
roups set up purposely to torment a victim; or

exclusion from pc:g_nor groups.
FUTURE MPACT

Like most social media platforms,

anything posted on Facebook leaves a
rmanent ‘digital footprint’. This can have

uture consequences for young people:

many universities and employers, for

example, now review someone’s Facebook

\tlmol ne during the application process.
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CONTACT FROM STRANGERS |
Just like in the offline world, there are people
on Facebook with malicious intentions, Ofcom
reports, for instance, that 30% of
12~15-year-olds have received a friend request
from a stranger. This, sadly, can Include
individuals seeking to take advantage of

mpressionable youngsters,
\J lonabl t
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Facebook encourages you to post “what's on
your mind"”, but children should be wary of
revealing too much about themselves online.
Users can grlve away their location chhecking
in or us ace Live, for example, while
some photos can aiso be traced using file data.

2

Facebook monitors and removes material
like hate speech or extreme political views,
while adverts on the platform are now
forbidden from targeting under-18s based
on thelr interests. Offensive content isn't

|| always taken down instantly, however, so

s stili a risk of children encountering it.
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(VIDEOS AND STREAMING  LiWE

Facebook Live lets users stream video live

1 to their friends or watch others’ broadcasts.

Viewers can comment in real time, which is
problematic to moderate. Short, user-created
clips called Reels can now also be displayed
on profiles and feeds. These video features
could contain unsuitable material or allow
children to be ca‘?led into doing something
\on camera that they wouldn't normally do.

L, |
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KEEP ACCOUNTS PRIVATE =

In the settings areq, you can choose whether
a Facebook profile is public or private. By far
the safest option is to switch your child’s to
private, so they can onlmfn(oract with people
who they are friends with on the platform.
Facebook's settings can also prevent your
child’'s personal information (such as

contact details, school name or date of

Facebook can help your child to sta
connected with the people and the things .
that they care about. However, it's important
for them to understand that they should only
accept friend requests from people who they
know. The key questions to consider are “has
mr child met them in person?” and “do they

w and trust them enough to feel comfortable
Qccopting them as a Facebook friend?”

( ENCOURAGE SAFE FRIENDING 6

/]
LEAD BY EXAMPLE »

Let your child watch you using Facebook - this
will demonstrate how it can be used safely and
appropriately, reducing the risk of them
encountering harmful content themselves. Teach
them the habit of thinking before sharing
anything online and try to follow the same rules
that you set for them ~ so if you agree time limits
on your child’s Facebook use, then you should

\ birth) from appearing publicly. o

SAVWYSHARING  PFIEITSd )

Make sure your child realises that what they
share online with friends can end up bein
shared again by others. it's important tha!
they think about what they share online and
who they share it with. Facebook's ‘Audience
Selector’ gives users the option to filter who
seos what they are sharing, whenever a

/RESPECT BOUNDARIES ¢

Once you've talked about Facebook safety
with your child, give them some space and

however, that you're always open to discussing
social media if they need to. In the oorlr stages,
you could occasionally review your child’s social
media activity with them to put your mind at rest
- but take care not to become reliant on

status is updated, photos are uploaded or
anything is posted.

Alex Wright is a former Facebook employee and social media
expert with more than 15 years” experience in digital media,
He has worked with some of the biggest organisations on the
planet and has a vast understanding of how social media
platforms work and how they engoge their audience.

‘ \checking it every night.

Sourmes wWwistoshok comirat g

trust them to make smart choices. Make it clear, ; <

stick to them, too.

On Facebook, you're able to report

harmful content and block ?a icular %oodplo
or groups so they can’t contact your child or
view their profile. Before they start spendin
serious time on the platform, show your chi
how these features work and explain why
they might need to be used. Facebook’s

Bul ring Prevention Hub offers advice on
dealing with harassment on the platform.
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YouTube is a video sharing site/application that enables you to
upload, view, rate, share and comment on a wide variety of
videos. Consisting of a huge resource of information, advice
and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most
of the content on Google-owned YouTube is uploaded by
individuals, but organisations and media companies also offer
some of their content via this platform.

WT’E'Cks
Smith,

4

iy

< What Pare[s need to know [ - §

YouTube%b:

SHARING VIDEOS AGE-INAPPROPRIATE VIDEOS
As well as watching videos, many children are keen to share their As YouTube is the biggest video sharing website in the
own videos online, emulating their YouTube heroes, such as world, there is content available for all ages, meaning that
Stampy or DanTDM. However, if they post something on YouTube, some content will not be appropriate for your child. If you
they may later regret it or feel embarrassed about what they have think that content is unsuitable, there is a flagging feature
shared. There is also a risk that they will receive hurtful or to submit it for review by YouTube staff, but you will need to
i garding not only their content, but also be aware that just because video is not appropriate for a
pp e. YouTube's 1t section is inf; for younger audience, it may not violate YouTube’s policies.
being one of the most opinionated on the Internet. YouTube has mechanisms in place to automatically remove

explicit and harmful content, yet offensive content may still
IN-APP MESSAGING

slip through.
When your child is logged into their Google account and k g

the YouTube website, they can share and talk about videos with

their friends using the chat bubble. This can be found at the top

right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends'icon, they have a

list of suggested people from their contacts - which can be any
contact they’ve had on Google or somebody who has sent them

aninvite link.

op Tip

f’or
BLOCKING ACCOUNTS e

When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:
« Go to their channel/account by clicking on their name.
« Click on‘About.
« Tap the dropdown box with an image of a flag on it. ‘ ’

@
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SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original contentand a g C
separate music str ing service and ing app. their

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos’ are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.

National
Online
Safety

[arens

OPT FOR A FAMILY PREMIUM PLAN
A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month, ‘
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account holder, or family manager,
you must create a Google family account.

MANAGING IN-APP MESSAGES

TURN ON‘RESTRICTED’ MODE
‘Restricted Mode' is an optional setting you can use to help
screen out potentially mature content you may prefer your

child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Mobile:
« Tap the three vertical

« Press‘Block user!

Desktop: « Tap‘Submit.

» Go to the bottom of any

YouTube page and switch
‘Restricted Mode’to ‘ON.
« To make it more difficult
for this to be turned off,
you will be given the
option to lock restricted
mode onto your browser.

dots at the top-right on
the screen and press,
‘Settings.

« Click on‘Restricted
mode filtering.

« Press ‘Restrict.

Please note that you can’t ‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT
By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history ona
computer, on the right hand menu under the library
section, click‘History. On mobiles, the viewing history can
be found by clicking on the ‘Library’ tab.

there is the option to set a time limit. Once the limit is r:

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it isimportant that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Ieamin?‘ modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

*NEW FEATURES*

DIGITAL WELLBEING

YouTube has launched a tool called ‘Time Watched' that allows
you to see how long has been spent on the platform. Once you

have discovered how much time has been spent on the app,

eached,
]

If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x.

POPULAR YOUTUBE GAMERS

There are hundreds of YouTube accounts which show other
people playing and commenting on games. These are called
‘Let’s Play’ videos. While YouTube can be a great resource for

hints, tips and news for games, itis a good idea for parents

to keep a close eye on what YouTuber’s are posting. Often,
the games they are playing will contain strong language and
violence. A few examples of popular YouTube gamers for you

to have a look at are:

» PopularMMOs
« Captainsparklez
« Jacksepticeye
« LtCorbis

« Stampy
« Yogscast Lewis & Simon
« PewDiePie

Eth
« Etl

Aot

a reminder will pop up on the screen. You can also
sounds and vibrations to help resist the urge to check for
notifications.

Markiplier « DanTDM

SOURCES: : https://www.thesun.co.uk/tech/670251 7/youtube—porn—videos»robloxvsex—games~wa!ch~online/, https://www.youtube.com/watch?v=x-frgntP96M, https:/www.youtube.com/watch?v=L2xuy7hc-hc

http://www.dailymail.co.uk/news/article-5126833/Terrifying-truth-child-watches-YouTu
https://tocaboca.com/magazine/common-sense-media-youtube/, http://familytech.com/so-your-kid-wants-to-start-their-own-youtu

e.html, htlpsJ/www.todaysparent.com/familg/crazy»youtube»chalIenges-klds-are-dom /, https://www.youtube.com/watch?v=4yek0Jb0sBg
e-channel/, https://www.laptopmag.com/articles/block-someone-youtube

https://www.youtube.com/intl/en-GB/yt/about/brand-resources/#logos-icons-colors, https://www.commonsensemedia.org/blog/popular-youtube-gamers-kids-cant-get-enough-ofStamp

© National Online Safety Ltd

This is not a definifive guide. Please always check with the app's support information to see if

your security and privacy concerns are addressed
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TWITTER TROLLS

A'trollis body who delll flomsh
mmmmlmhlwmwm:ﬂmmh’nm
Trolling, can inchude bull virtual
m wmuhmwhfsmymmoumw The motive
may be that the ‘troll' wishes to promots an opinion or make
people Iwgh. however, the pragmmtsof what they pcﬂmu!d be

much more d: posting g from racial, b
0 sexist hate. Tromog <on Jead to d«uullag <onuqum«s for
S0 wicting.

INAPPROPRIATE CONTENT

Twitter gives users the oppoﬂumty and freedom to post then
pcnon | Ut and they can pretty much

m m hey want duﬂu resmcﬂom on the platform.
aring lruppwoonate nguage is allowed if it does not
v»oln(e the rules. If your child sees mz(;nappropluu content, they
ht feel the n. to replicate it st home or amongst their peers.
A ditionally, there are also a number of unofficial pors raphic
profiles on the phlﬂoﬂn that can easily be found and viewed
without restrictions.

FAKE PROFILES

Falke Twitter accounts are made to impersonate a person, celebrity
or public figure, As the accounts are not endorsed by the person
they are pretending to be, they can often be used to scam or take

FAKE NEWS

The in which ‘tweets  are shared on Twitter can be
-enbly hs!, meaning that fake news can often be
clrculated very quickly. Fake news
articles md posts an be harmful and upsetting to

you! ople and those associated with the fake news. In
on to this, it's very easy for people to quickly and

unexpectedly retweet a twaet posted by your chitd,
meaning there is no going back,

HIJACKED HASHTAGS

One of the most commonly used aspects of Twitter is the
hashtag (#) - these allow users to easlly search for
specific trends, topics or subjects. However, due to the
astronomical number of Twitter users, many hashtags
can have ‘different’ intentions. One person may use a
seemmgly innocent hashtag, and before you know it,
hundreds of people could be using the same hashtag for
somethmg‘napprcpnate or dangerous that your ch Hd

shouldn’t d to. Thisis¢ with*
tweets, a5 people know that their tweet wIII be soen by ]
greater number of people.

MEMES NORMALISING RACISM,
SEXISM AND HOMOPHOBIA

for sharing Internet helping to
make m«epnog ideas go viral across the Intermet.
IM’M" n&sém«m‘s innocent and hamkssmofnn
G ® sex| M
typically sent n a joke, this mn of content ts contributing to the

racism, sexism and homophobia.

PROPAGANDA, EXTREMISM &
RADICALISATION

Social media offers stream of real-tl of
extremist activity, Twitter is one of the many pm!onm that is
exploited by extremist groups to help promote violence, radicalise

and recruit people to Support thaic cause, These groups cleverly

target wlneu victims, often young pcorlt and fmd away to
manipuiate them into supporting thelr belief:

EVERYONE HAS ACCESS

Twitter has over 335 milllion monthly active users across all age
groups. When 3 user signs up, tweets are public by default, meaning
anyone can view and interact with posts instantly. Your child may
change their mind about a tweet they have posted but even if they
delets It, there's always a chance that someone can screenshot,

advantage of young people who think that they're the real deal.
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Reddit is a rather unique site that blends the idea of a social
network with news, discussion forums and various other media.
The site is broken down into a huge number of categories
covering every topic imaginable. Each category is treated as a
community and users can submit content for others to see and
comment on, This can take the form of links to existing online
content or user-generated text and image-Based submissions.
Submitted content can not only be commented on by others,
but also rated using the upvote/downvote system.

ciren[s need fo know abou

<

SUB-REDDITS
Each community (known as a sub-reddit) has its own set
of moderators and its own set of rules, opening up the
opportunity for your child to see inappropriate content
or something they may find upsetting. Almost every
subreddit Is user-run, vmh practically no Involvement
from reddit employ can wa
sub- nddh -nd it's not filtered.

REDDIT GOLD AND GIFTS
Reddit Gold is a premium membership
scheme that gives ‘extra features to improve the reddit
experiance, such as no adverts, custom themas and
avatars, and the ability to creste Reddit ‘secret societies,
Payment costs $3.99 a month (around £3), or $29.99a
year (£23). Users can reward each other for content they
post by giving Reddit Gold, a process dubbed ‘gilding.
Reddit Gifts is a glant online gift exchange for sending a
gift to a randomly assigned user. Reddit recommends
that you spend around $20 on a gift, so there Is a concern
that your child could rack up expenses if unmonitored.

Barrsl
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ADULT AND NSFW CONTENT
While there are moderators in place for sub-reddits, they are
not necessarily going to ensure that the sort of content you
wouldn't want your child to see Is banned. Reddit is
concerned with free speech and light-touch moderation, so
oven the most open-minded of people may find deeply
oMfensive content. Reddit generally provides a lot of leeway in
the type of which is ptable. Some b
choose vulgar usernames, while some communities have
controversial or rude titles. Some content or communities are
marked with NSFW' (Not Safe ForWorﬁ) whkh means they
may in . or profanity; it is easy for
umwdalmtoboagod\tmdmnovhwlhhmm

REDDIT LINGO
Children and teenagers often manage to mask what they are
talking about by wrapping it up in language their parents do
not understand. While Reddit is certainly not used just by
children and teenagers, like any online community there are
words, phrases and abbreviations that may seem Impenetra-
ble to start with, such as TL:DR: Too Long; Didin't Read and ITT:
In this thread.

AN
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CONTENT BIAS
AND FAKE NEWS

Subreddits are particularly prone to bias - to the extent
that some of them could be seen as propaganda. Reddit
has been mentioned as one of the platforms used to
promote Russian p. for ple. Other news
stories con be <omplet'0y false and not based on any
evidence at all - known as fake news - these are written
and posted online deliberately to create an impact. Both
are nearly impossible to avoid.

TROLLS AND STRANGERS

Globally, millions of people of afl ages use the Reddit
platform to di any topic imaginable from just about
every possible viewpoint. Although people can find users
who have similar interests, some will choose to abuse the
platform. Talking with strangers can lead to trolling and

abuse, or your child encountering unsavoury subjects.

Reddit users can also send each other private messages, so
there Is a danger of your child recelving inappropriate or
unwanted communication.,
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TURN SAFE BROWSING MODE ON
AND ADULT CONTENT OFF

Some sub-reddits are marked as ‘adult-only’ and in order to

access them users must be (or at least say they are) 18 or over.

Within your child's user profile, It Is possible to Indicate that
they are not 18 and this will block access to some sub-reddits,
but certainly not everything you might consider to be
unsuitable, Firstly, to protect them from unsuitable content,
check that they have used their correct age when signing up.
Secondly, turn off ‘adult content’ which will disable adult and
NSFW (not safe for work] content from showing in the feed
and search results. If you are happy to leave ‘adult content’
turned on, we highly recommend turning on ‘safe browsing
mode;” this blurs thumbnails and media preview for anything
Iabelled NSFW (not safe for work),

REPORTING CONTENT
To a certain extent it can be useful to leam to
Just walk away from conversations that take &
turn for the worse, but this is not always
possible. Learn how to use the blocking
mmmmaumnmnn

blem. B th all

mn»dmmﬂmlmm
submitted by other users, there is an option to
report it. Advise your child to report any form
of abuse or h that they on the
platform. It is » good way to alert moderators to the user
and hopefully, action will be taken against tham,

SPOT FAKE NEWS
Encourage your child to read around topics and not to take
something at face value. Just because something is said by
someons on Reddit, in no way does this mean that it is true.
Remember that the links people post and the comments
thay lsave will cover the full range of political views,
intelligence levels and opinions.

o

LEARN THE LINGO
It ks impossible to provide a guide to all the vocabulary and
language used on Reddit - it is somathing that is constantly
mm-mmmm-»mmmm
parlance (such as NSFW), If you
want to check anything which your child has accessed (which
can be seen in the ‘Recently viewed links’ panel on the front
page of the site), be prepared to do a litte searching If you
encounter things you are unable to make sense of. There's
probably a sub-reddit all about acronyms!

BLOCKING STRANGERS

Short of blocking access to Reddit completely, or blocking
Mﬂdndwb—nmn'sm«lbpehyemehlmm
of the site without p 1k itoring what they are
dolﬂg.nhhpomnlnlamdlldmnuunnnn
unpleasant people out there and they need to take care

ton, Should start
| who can send you
private messages and add users to a blocked list by simply

chicking on the ‘Block User’ button,
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is neaded. This guide focuses on one platform of many which we beliave trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

What parents need to know about

Launched in 1997, Netflix is now one of the world’s leading online streaming services, providing users with unlimited access to a huge
selection of TV shows and films. It’s available on any internet-connected device that supports the Netflix app, from smart TVs and games
consoles to tablets and smartphones, and is becoming increasingly popular with a younger audience. This is unsurprising given
consumer attitudes are changing more towards video-on-demand (VoD) services. That’s why we've created this guide to help parents

Inappropriate content

Netflix hosts and peoduces content for all ages. It has a wide
variety of films and TV programmes for young children,
teens and adults and its extensive catalogue can provide
hours of entertainment. Children can search for almost
anything but If they share the same account as an adult, It
can also open them up to viewing material
that is adult themed or inappropriate, Netflix
doesn't check who's watching so childran
coulld access films or tv shows that contain
violence. nudity or foul language.

STz

XXX]

and carers understand exactly what Netflix

Risk of hacking

With milllons of users In over 190 countries, Netflix Is
often targeted by hackers and phishing scams which
try to Mlicit usemames and passwords to gain access
to accounts. If successful, hackers can steal payment

detalls o try 10 sell your data on the dark web, providing
others with the opportunity to profit. Given Netflix deesn't

provide 2-factor authentication, its important to ensur,
your login detalls remain secure,

Screen addiction

In addition to binge-watching, the fact that Netflix is available on
almost any device with an intermet connection means that parents
may find it difficult to prize children away from a screen, With a
huge collection of children’s TV programmes and the latest fitm
titles, children could start watching on the TV, continue on the
tablet and fintsh on their games consobe. Increased screen time
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means that they may spend less time leaming, playing outside, find
It difficult to sleep or communicate less with family and friends.

I .

is about.

. .
Binge-watching

With the ability to access Netflix on aimaost any

device, It can be easy to fall Into ‘binge-watching' TV

serles, with users finding it difficult to tum it off

without knowing what happans next. The autoplay function
also means that the next episode usually plays within seconds
of the Jast ending and the Netflix algorithms mean that
recommended programmes are very often similar 1o those
you've Just watched. This can easily lead to spending howss In
front of the TV through the day oc staying up through the night,
potentially affecting sleep, mood and the ability to concentrate
the next day.

L

Netflix party

Netflix Party is a free extension on Google Chrome that gives

users the ability to watch a film or TV show online

simultaneously with friends or family in different locations, It

also provides the ability to chat to each other dunng the stream.

Users can create a party and send a link to paople they want to invite
however the link can be copled and distributed further, meaning children
could potentially be open to a group chat with people they don't know. It
should be noted that Netflix Party lsn't an official Netflix product and needs
o be downloaded separately to the app.

Safety tips for parents & carers

Create a Netflix Kids
experience profile

One of the biggest advant
to control what con
Setting up a Ne

that children

ges of Netflix is the ability
children can watch
xperence profile means
y cess to TV shows and
mavies which have been carefully selected for
kids. The look and feel of the app is simpler and
children can’t access any account settings

kids

Switch off autoplay (E

Netflix has two autoplay features that can be switched on
and off across different accounts and takes effect

9 can help to kmit the .m\uun( \I time
children sp and on the app.

Meet our expert

Pete Badh Is a writer with over 10+ years in research
mdam Wodzhgwm aspecialist area for

Police, Pete has contributed work
which has been

pivotal in successfully winning h
Mhumlnmu’:;lnwmh"guasm
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Set maturity ratings &
block content

1f your child s a little older, parents can create a

separate profile to their own and set a maturity rating

that means children will see only TV shows a
that fit that rating. The three cate: guu-- >
the UK are kids (all, U, PG) Gu
and adult (15, IB. matur
specific TV shows and
which means they don't &
search results

from mdmdua P

Lock your profile @

s important 1o keep your own
children can't

potentially access more adult-
change access levels, Parents can set.
PIN which m
Netflix account.

ccount secure s
en profiles and
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s only they can access their own

——

Have an open &
honest conversation

Parents can review the TV shows and films t'u\l have
been watched on each profile und
our child seems upset or shock
seen or If you are ¢ anything
they've viewed, try to talk t ut itand have an
open and honest conversation to help understand any
concerns.

yw up in the browse or

Set screen time limits

Although switching off autoplay will help to stem
programmes [1|$‘y g continuously, children ¢

eas I\ c Imu p next episode themselw

wing time, many

n time restrictions,
cally when you

o that

Lock low P -vnn', tosi
ff the app au

lth lh(v we had enough.

Create a strong password &
always log out.

Is even more impor

numbers,

’

out when not wsing

Is lost or stolen, your account remains |

Given that Netflix de
the need for a2 unique username and str
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pesn’t use 2-factor authentical

tant. Try to use a diffe

to ones you've used before and use a mi
letters (uppercase and lowe!
symbols, with a minimum of 8 characte

your account so that |' your device
naccessible
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Instagram - @ NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 22.02.2020




AtNatlonal Online Satety, we belleve in empowering parents, carers and trustad adults with the information to hold an Informed conversation about online safety with their children, should they
fool It ls needed. This guide focuses on one of many apps which we belleve trusted adults shoukd be owors of, Please visit www nationaionlinesatety.com for further guides, hints and tips for aduits.

What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate -~ but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.

- |

ice for Parents & Carers ¢ |
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REVIEW SAFETY SETTINGS

Discord has a series of safety settings,

enabling users to choose who can direct

message them or send them friend requests.
Your child’s experience on Discord will be much
safer if the app’s privacy and safety settings are
configured to only allow messages or friend
requests from server members. This will minimise
the chances of potential predators from outside
the group contacting them.

MONITOR ONLINE ACTNITY

It's wise to regularly review your child’s activity
on Discord. This can include checking their
salov settings to ensure they’re correctly
enabled, talking about which servers
they‘ve joined and reviewing some of their
friends and direct messages. Ask if
anything has made them feel
uncomfortable or unsafe. Things can -
change quickly online, so plan routine
check-ins and follow up frequently.

87

EXPLAIN AGE FILTERING

While Discord requires users to be at least
13 to sign up, many servers geared towards
older users are flagged as NSFW (not safe for
work), which indicates they probably contain
material that's inappropriate for children. it can
be easy to click through settings without proper!
revie nq them, so ensure your child understands
why age flitering is important and that it's there to
protect them,

DISCUSS GOOD ONLINE BEHAVIOU

The anonymity offered by the internet often a8
leads po:glo to communicate more openly J
online and behave differently than they
would at school or home. It's crucial to bear
in mind, though, that every internet user is
still o real person. Talk to your child about
the severe and lasting consequences that
cyberbullying or cxchunglng nappropriate
material online can have in the real world.

Meet Our Expert

Coral Cripps is @ Canadion-born, London-based tech
journalist at gmw3.cony a website specialising in all things
Web3, gaming and XR (extended rediity). With o focus on
brands and culture, she researches and writes about the
ways that our current innovations — including the metaverse
and Web3 — are impacting people, ploces and things.
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SCREEN OUT EXPLICIT CONTENT

In the privacy and safety settings, g
Discord users are offered the ability to @D
filter direct mouug\n for inomoprio!o ; ]
content: a setting that shoul enabled

if your child uses the platform. Discord

uutomatico"l tries to flag images that are

explicit, but the setting must be manually

enabled for text. If a young user Is sent explicit
content in a direct message, Discord will scan

and ZM necessary) delete it.

HAVE CANDID CONVERSATIONS

it can sometimes be awkward to discuss

topics like grooming, pornography, racism

or explicit content with your child - but it's
important to ensure they‘re aware of the

harms these things can pose. Talking openly
about these subjects is a great way to help your
child feel more comfortable about coming to
you if they experience an unwanted encounter
on Discord (or anywhere else online).

National
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At National Online Safety we belleve In empowaring parents, carers and trusted adults with the Information they need to hold an Informed convarsation about online safety with their children, should they
feal It is needed. This guide focuses on one platform of many which we balieve trusted adults should be aware of, Please visit www.nationalonlinesafety.com for furthar guides, hints and tips for adults.

FaceApp, as the name suggests, is an app by Wireless Lab which uses uploaded images of
someone's face and allows them to addpa variety of interesting filters making themselves
look older, younger, appear with different hair colour and so on. The app uses either the

camera on your phone to take a selfie, or lets you use a picture from somewhere like

Facebook or Instagram to apply these filters. While this all sounds like innocent fun, there

have been some valid concerns raised about the terms and conditions, and what the
company is doing with all these selfies and pictures.

13+

1 under 18, sepervision
of a parent or legel
Quardian required

I() now (Il)()ll

ACEAPP &

IS IT SAFE?

This ks the contentious question, Wireless Lab, the
Russian company behind the FaceApp
plnkulu'yvnquewwamelr
do with a person’s detalls, to the
where a lot e are worried about their
A

While your details COULD
be used in th way,

ol
into

correctly and safely, That's
mwuyn.vdll always be
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Cafety Tips for [arents

CHECK DOWNLOADS ® ‘

I may seem obvious to keep an eye on

what is downloaded on a device, but it can “
be very easy to miss out on new fads and

viral hits. Most app stores ket you see

what's currently trending, alongside

descriptions of what an app &s. Talking to

your child about what current trends

they're enjoying will help you keep an oye

on what's popular. You also get to see what

BE REALISTIC ABOUT YOUR DATA

When it comes to online security, the phrase
better the devil you know' is particularly apt.
While companies like Facebook and Google

are by no means virtuous in their collection of J

our data, we do at least know (for the most
part) alot about how it's being handled.
Lusckily, we know Wireless Lab are treating our
information correctly for now, but apps you
don't know or trust, may not. It's abways worth

BE AWARE OF COPYCAT APPS

When something like FaceApp goes
viral, many copycat apps can pop
up on the store piggybacking off
the success of the onginal. These
apps can contain viruses that are
often far more malicious and
dangerous to you and your child
than the terms in the safe’ version
of the app. Make sure you're aware

of which Is the original before
making any downloads.

reading up on an app and making sure it's the
real deal before downloading it

you might look llkce in the future, which
coudd be a blessing or a curse!

ALWAYS READ THE TERMS AND CONDITIONS

Many of us don't have the time or energy to read through
pages and pages of legal spealc, and that's normal, but
leafing through the fineprint can unearth a lot of grizely
permissions you didin't know you were giving, Often, at
times they are unavoidable, but knowing what you're
signing up for and If there’s anything you can do about it
could help you make more informed decisions on the
types of content you expose your child to.

KNOW IF YOU CAN SPEND MONEY ON AN APP

Like most things these days, there Is s way to spend money
on FaceApp, You can purchase a 'pro’ version which undocks
additional filters either through your phone's app store, or
on the app ltsell, This subscription ranges from 1 month for
£3.99, 12 months for £15.99 or lifetime access for £38.49
It's very easy to make this purchase without too much
thought o0 do make sure you know about any additional
costs of an app your child is using.

P
Mee{ our exper{,

Mark Foster has worked in the gaming industry for 5
yoars as a writer, editor and presenter. He is the current
gaming editor of two of the biggest gaming news sites in
the world, UNILAD Gaming and GAMINGbIible. Starting
gaming from & young age with his siblings, he has &
passion for understanding how games and tech work,
but more importantly, how to make them safe and fun,

www.nationalonlinesafety.com Twitter - @natonlinesafety  Facebook - /NationalOnlineSafety

Users of this guide do so at thelr own discretion, No llabllity is entered into. Current as of the date of release: 23.07.2019
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Sexting occurs
predominantly
on, but is not
exclusive to
these apps...
Snapchat Tinder WhatsApp Kik

fs«mmmmmwmmmum\

flirting for children - but it is lllegal for anyone under the age of 18, with
police forces in England and Wales recording
offences in 2016-17, arate of 17 a day.

6,238 underage "sexting”

®N
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BREAKING THE LAW

Sexting is illegal if you share, make, take or distribute an
indecent image or video of a child under the age of 18. It
Is an oMfence under the Protection of Children Act (1978),
the Criminal Justice Act (1988), and under Section 67 of
the Serious Crime Act (2015). Sexting or ‘youth produced
sexual imagery’ betwean children is still illegal, even if
they are in a relationship and any images are shared
consensually,

CHILDREN THINK IT'S HARMLESS

Many young people see sexting as ‘banter’ or a joke, an
easy way to show someone they like and trust them, or
just a cool thing to do, But they may not realise the
consequences of sharing personal information and how
it can be potentially harmful to them in the future,

i

REGRETTINGTHEIR
ACTIONS

Although some children are
willingly exchanging images, many
may regret sharing the messages,
images and videos after they have
sent or uploaded them, Once it's out
there, there's no going back, and
your child may feel ashamed,
vulnerable, worrled or anxious
about imagery resurfacing later,
especially if a relationship or
friendship has broken down.
‘Sexting' was the most viewed
information and advice topic on the
Childline website In 2017, showing
the need for people to get help,

BULLYING, COERCION &
BLACKMAIL

Your child may feel pressured into sexting, so they don't come across
as boring, or think it's a wary to show someone they care for them, They
may feel under pi to givein to rep d roquests or foel obliged

to share sexual messages and imagery. Sexting can also expose
young adults to the risk of being exploited by paedophiles or sexual
predators, who then use images to extort additional photos, sexual
favours, and sometimes money from victims.

SHARING

Once a photo or video Is out there, there's o way of knowing how
many people have saved it, tagged it or shared it. Chilidren like to
show off to thelr peers and suddenly, an image has gone beyond
its intended recipient, to classmates, friends, and even strangers.

Once an image or video has been shared online, there's nothing to

stop it being archived and repeatedly shared.

@lop

TALKTO YOUR CHILD

Encourage open dislogue about appropriate information
to share with others both online and offline, discuss the
word ‘sexting’ and ensure that they know what it is and
what it Involves. Show that you understand that sexting

can reflect natural adolescent curiosity about nudity,
bodies and exploring thelr sexuality, but explain why it's
important to think twice before sharing something. Show
that you are approachable and understandi

DISCUSS THE LEGALITIES

Children and young people may not realise that what they
are doing is illegal, Ensure that your child understands
that when they are aged under 18, itis
against the law for anyone to take or
have a sexual photo of them - even if
it's a selfie, and even when the
activity is consensual

thei

EXPLAIN THE REPERCUSSIONS

Let your chiidren know that once they have sent a message,

they are no lenger in control of it, and the messages, Images
and videos that they may intend to share with one individual
may end up where the whole workd can have access to them.

Even if they ccmplc:elz trust someone, other pcolalt using
wﬁhor‘-e might accidentally see it. And, later in life, it may

affect thelr online reputation, especlally If universities,

employers or future partners access the imagery

HOWTO REMOVE IMAGES

If an image has already been shared, either your child or
yourself should speak to the person that the image was
shared with and ask them to delete it, You can also use the
repoart button on a website where the Image was posted
Speak to your child's school, as they may be able to
confiscate phones if they know that they have sexual
Imagery stored. If you believe the child was forced into
sending the message, report this to the police. You or your
child can also raport the content to CEDE with one of their
child protection advisors {Child Exploitation and Online
Protection Command)

SOURCES: "’5‘ Q01s mnu‘:mtn-mxmm_:nm« 015 - March J004. fonline]
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BLOCKING AND
STOPPING SEXTING

Show your child how to use the block button on their
devicos and favourite apps to stop people sending them
unwanted messages. You can also set up parental controls
with your internet service provider or an your child's phone
to stop them from accessing harmful content,

HAS YOUR CHILD RECEIVED A
SEXUAL IMAGE?

Firstly, reassure your child that they have done the right
thing by speaking to you about the incident, Ask them if
they requested the image or if they received it unwillingly.
If the image has been sent to your child by an adult and
you are concerned about sexual exploitation or grooming,
contact CEOP immaediately
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A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at helloi@nationalonlinesafety.com or call us on 0800 368 8061
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N
‘Fortnite - Battle Royale] is a free to play section of the

game ‘Fortnite. The game sees 100 players dropped on to
an island from a ‘battle bus’ where they have to compete
until one survivor remains. The last remaining player on
the island wins the game. Players have to find items hidden
around the island, such as weapons, to help them survive
longer in the game. To make the game harder, there is an
added twist called ‘the storm’, which reduces the size of
the island from the start of gameplay, making the players
closer together in proximity. The game is available on PC,
PlayStation 4, Xbox One, Mac and iOS.
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MICROTRANSACTIONS

New featured items are released daily and are only available to
purchase within 24 hours of their release. These are cosmetic
items, called ‘skins; ‘gliders’ and ‘emotes; which change the
look of the 's but do not imp: the game play. Once
purchased, the player has full use of these in the future. The
designs are made admirable for players to purchase and even
celebrities are endorsing them. Also available to purchase in
the game is a ‘Battle Pass. When a new ‘Battle Pass’is released,
users can play a series o' challenges to receive more rewards

by prog tiers.
rewards they a<h|eve can then be used in the game.

IT CAN BE ADDICTIVE

Games can last around 20 minutes but this varies with each
game. Children may feel angry if they lose the game and
continue to play until they achieve the result they want. The
competitive nature of the game may make it difficult for children
to stop playing halfway through as it could affect their
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HACKER ATTACKS

News site Forbes said it had seen “dozens” of reports online
by people who said their had been P! by
hackers. Hackers gained access to users accounts in the game

and spent of in

TALKING TO STRANGERS
DURING SQUAD MODE

Interacting with other players in the game is part of the fun as
players can communicate with their friends and other players
in the game. Players will benefit from wearing headphones
in the game to hear footsteps from other players trying
to compromise their game. Wearing headphones makes it
difficult for parents to hear what exactly is being said and

may be to

in the game.

Fortnite

now abouf
ROYALE

NO PROOF OF AGE REQUIRED
Signing up to the game is relatively simple. Users have the
option to log in with their Facebook or Google accounts or their
email address. When signing up with an email address, there is
no proof of age required. If your child is under the age of 12, it
is important to check if your child has the game downloaded.

SOCIAL MEDIA SCAMS

There are many accounts on Facebook and Twitter which
claim to give away free money (known as ‘V bucks’) for games
which will be transferred to their Xbox Live or PSN cards.
Any giveaway promotion from Fortnite will be in game. It is
important to check the of these before
giving away personal information in order to claim ‘v bucks’
The websites or accounts may ask you to share your account
name and password in order to claim the money; if these offers
seem too good to be true, they usually are.

IT CAN BE PLAYED ON THE GO

The game was released on mobile in April 2018 meaning it can
be played without a games console at home. Some schools
have reported that the game is distracting their students whilst
in the classroom. As the game is available outside of the home,
parents may not be aware of how long their child is on the
game.
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#1 umiIT GAME TIME

Parents can use parental controls on Xbox and PC to limit the
time your child is playing games on the devices. Be aware that
the game is available on iOS and will soon be available on all
mobiles. With this in mind, it is worth having a conversation with
your child to discuss and agree how long you would like them
to spend on games. Even ihou?h the games last around 20
minuvutes, it may be hard to take them away from a game mid
play. It may be worth using a limit of the amount of matches
they play rather than a time limit.

#[} PREVENT THEM TALKING TO STRANGERS

There is an option to turn off the voice chat feature, which
means they wouldn't be able to talk to anybody, including
their friends. Your child will still be able to use the in-app chat
and hear other people’s conversations. To turn off voice chat,
open the Settings menvu in the top right of the main Fortnite
page, then click on the cog icon. Open the Audio tab at the
top of the screen. From there, you can turn off voice chat.

#b LOOKOUT FORVBUCK SCAMS

It is important that your children are aware of the scams that
they may come across online in association with the game.
Open up conversation with them about scams and how they
should never share their username or password with people in
order to gain anything for the game.
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includes really good reporting features for players either
cheating or misbehaving, and work towards having one of
the best online gaming communities.

‘FREE’TO PLAY

The game IS free to play. However, if playing on Xbox, you
will need an Xbox gold subscription to play the game which
is chargable.

Sources

WEAPONS AND VIOLENCE

PEGI has given the game a rating of 12+. Even though the
game iol and such as
grenade launchers, rifles, pistols, shotguns and more, PEGI say
“more and y
h. is all d. Any ! human ch
must look unrealistic unless it consists of only minor or trlvlal
injury such as a slap”

the game ‘sui for
aged 12 and over.
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#2 RESTRICT PAYMENT METHODS

‘Fortnite: Battle Royale’ is a free to play game, but there are still
options to make additional purchases. If you do not want your
child to make payments, ensure your card is not associated
with their account. If you are happy for your child to make
payments in the game, but want to limit spending, we suggest
using a paysafecard, or a games console gift card. These can
be purchased in specific amounts, which will allow you to
limit how much your child spends and removes the need for a
credit/debit card to be used with their account.

#6 SHOW THEM HOW TO MAKE A REPORT

If your child believes a player is playing or talking
inappropriately, you should advise them to report them. To
report a player, you can use the in-game feedback tool
located in the Main Menu of the game. Additionally, you can
report a player in-game when spectating them.

#6 USE A STRONG PASSWORD

It may seem like a simple tip, but it is important that your
child selects a strong password when creating an account,
particularly if a credit/debit card is associated with the
account. This will help reduce the risk of their account being
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This is not a definitive guide. Please always check with the app's support information to see if

your security and privacy concerns are addressed
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

You don't need to be the biggest football fan in the world to have heard of FIFA (Federation
Internationale de Football Association) - the governing body for football. And, the video
game series bearing the organisation's name is one of the most successful ever. The lure of
this football series is that official licensing gives your child the opportunity to play games in
the role of their favourite players. They can either work through a story mode version of the
game or play online in competitions against other players. The game, released annually by
_ Electronic Arts under the EA Sports label, is available for a range of consoles, and there are
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M under 18, supervision
of a parent or legal
guardion required.

also mobile versions aval|able for smartphones and tablets.

What parents heed_tg) know. about

The big selling point for the FIFA range of games is
that it FIFA includes current players; a feature which
no other football video game offers. However, this
means that a new version of the game is released
every year, with updated teams, players and stadia,
plus new gameplay features and tweaks. And, with
every annual update of the game, there isan
expectation that it will be far better than the
previous one, so the pressure to upgrade and buy
the new version Is likely to be immense!

IN GAME CHAT

While the FIFA video game is suitable
for children of all ages as it does not
include any inappropriate content,
thereis the Issueofln-gamedm.Your
child can pla; g with other people online
and chat with them using headsets. As
this is largely unregulated, it could
mean that your child is exposed to
language ofn:::wersatlonsmatyou

.

FAKE EMAILS AND SCAMS

Your child may recelve an email or
see a message on social media or in
forums which appeartobe a
genuine FIFA promotion. While the
link may seem like a FIFA login page,
it's a phishing scam to capture a
login name and password.
Scammers may use names that
sound legitimate, like 'EA Admin'or
'FIFA Developer’.

BUYING ADD-ONS

In-game purchases are to be expected in any modern game and
FIFA is no different. FIFA Ultimate Team (commonly called FUT)
is a mode in FIFA that lets gamers build teams of players from
any league, playing both offline and online to win coins. These
can be used to buy better players or packs containing random
players. While some purchases can be made using in-game
currency, other purchases involve spending with real world
money, which could become expensive. There have been
reports of parents receiving large credit card bills resulting
from in-game purchase made by their children.

JUST ONE MORE GAME " ’
Your child could be playing FIFA games on their

computer or console for very long periods of
time. That's not to say that computer-based

matches are a full 90 minutes long, but a series *‘
of 20-minute matches can very quickly fill up a

day! The World Health Organisation has
classified 'gaming disorder' as a mental health

problem - this is when children have trouble

controlling their gaming behavlour and let it

reign over their lives and daily ro

FIFA GAMEPLAY

The FIFA series has been
criticised for the competitive
nature of gameplay leading
to aggression in some
players. Add to this the
chance to converse with other
players via in-game chat, and
the potential for anger levels
is Ilke'y to rise... especially if
you're losing heavily!
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ABOUT THE SERIES REFRESHES

As a parent, the implications of this really You should teach your children to stay clear of
depends on the age of your child and your 9 scams. Explain to them that they must be wary of
relationship with them. It may be that any link which asks them to either vevlfy their
playing and sharing games is part of your and p d or provide other
family life and so thisisn'ta problem, but just infe . d

be mindful that being involved with the

sensitive game | will never
send a message uklng for login information.
franchise is unlikely to be a one-off evant -
It's the start of a gaming journey that could

Console messages, emails and websites, or social
media posts promoting contests for in-game
last for many, many years and involve
(p ially expensive) upgrad login information are fake.

content, such as packs, players, or coins requiring
HAVE THEM REPORT ABUSE RESTRICT PURCHASES

It's unlikely that you'll be able To spend real money in FIFA, a credit or debit card must be linked
to convince your child to play - to a gaming account, so ensure that your card is not being used for
FIFA without making use of the this! There's also support for PayPal payment, so also check who
chat facllity - it's something has [access to this type of account. Depending on the platform
that adds to the experience. your child is using to play FIFA, there are different parental controls
However, you should ensure that can be put in place to restrict spending should you allow them
your child is aware of how to to link a card to their account. There is also a payment option called
silence any abusive players and Paysafecard, which allows you to make payments online without
the use of a bank account or credit card. As you can top up

how to report anyone who
becomes problematic. balances, this makes it easy to control spending.

STEER CLEAR OF SCAMMERS
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Mark Foster has worked in the gaming industry for 5 yearsasa
writer, editor and presenter. He is the current gaming editor of two
of the biggest gaming news sites in the world, UNILAD Gaming and
GAMINGDbible. Starting gaming from a young age with his siblings,
he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.

SOURCES
hitg// pressiea.com/productsip] 532/easportsiifa-18/ hitps/help.ca.comien-gb. helwﬁwm -safe-with-futcoins-and ‘r.-yumh’
RP%/wwiliteleg: -ph(ouk/mc- relation shipgifathegho iuas’igwm son-spent-hundreds-of-¢ (xmds -Ohn- app-p ufehiise s Jithgut-me-kno winghtry

www.nationalonlinesafety.com  Twitter - @natonlinesafety

ENCOURAGE BREAKS

MONITOR ACTIV

onc can be used to
nstrkt tho amount of time spent playing.
Physically monitoring how much ume your child
Is ding inFIFA Is d- just as you
might monitor how much time they spend
watching TV. Keep an eye out for warning signs,
s_ud:as a lad‘(_o.f interest in otoh'«acttvmos,. 25,

changes in character oryangar issues whe §o,ur
child is told to stop playing a game.

P

Monitoring in-game chat may be difficult as you're
likely to only beableto hear onesideofa

g how ynuv child is
reacting be = ey |
mood Dea!lng with both thefmstnﬂonsofa gameas
well as troublesome people can serve as useful life
lessons, but as a parent, you know your child better
than anyone else. If you notice your child is getting too
upset or angry, that's the time to intervene and try to
encourage them to take a break from the game.

Facebook - /NationalOnlineSafety
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

There's a very good chance you’ve heard of Minecraft. The block building phenomenon is, arguably, the Q‘9&5"""(‘77
most beloved video game of all time which has managed to maintain its popularity since its first release ,(.’ 04,
back in 2011. Nine years later, it still has a huge userbase of 112 million people playing the game every
month. Accessible to those 7+, Minecraft can be a gateway into a world of learning and exploration which
encourages players to use their imagination to build three-dimensional worlds with virtual building
blocks. While Minecraft is considered relatively safe generally speaking, there are some safety precautions
parents may want to consider before allowing their children loose on the game.

What Parents need ’Lo know abouf _g

OPEN TO HACKING = 3 - . RISK OF GRIEFING

Hackers can be a real problem in any online - iefing is when purposely upsets another player
game, Including Minecraft. Some 7 dudngmeglm.msunbodombynbhgmmbody‘:
Individuals can access other people's games ! ion or g ity doing hing to ’s
to disrupt their play time, or even worse, — B g g lay and can iall toa of

access private detalls about players such as y - Mul‘yinghmnmwmnpdvmmulm
their names, emall addresses, dates of birth ) i frlulds.hanbedlﬁmllhkuptrxkdwhdswngwhn
and so on. It would be incredibly rare and and an one, n's eyes could be seen
unfortunate to encounter a player like this, ubdylngby somebody else. Stealing supplies, destroying
but it does happen and must be taken as a thhgs take hours to build and harassing innocent
serfous risk. players can all be lace if care isn't taken.

o
CONTACT WITH STRANGERS ADDICTIVE NATURE 1+

Mostpimnlgtd7mdmndllhabhtoplqthﬂgam- Minecraft can be an incredibly exciting mcb\n
comfortably and, whilst creating an account does ask you . it can also be very addictive. Too much
to input your date of birth for confirmation, there's no way Qngummldhp.ﬁonywrdﬂmm
being asked phying.‘lhls:llghtswm
toswp
lmlglnbﬂim mfmmﬁn;my

‘SCARY’ CHARACTERS FOR YOUNGER GAMERS

mmmmulmumummmwsm-n«mln characters in the game that r children in particular may find frightening.
and various other ‘baddies’ can be commonplace in some parts of the game and young minds may find it hamsodnﬂmﬁmmllmwmm‘uum

BLOCK STRANGERS AND FROM YOUTUBERS / PLAY IN CREATIVEOR

UNWANTED CONTACT TWITCH STREAMERS PEACEFUL MODES

MONITOR GAME TIME

CREATE SERVER WHITELISTS

Knowto child's relatives, ; means that server create a community
dmﬂmn:ﬁ?ﬂyﬂgmwmzmh muummmu:«uﬁ Sy -

Mark Foster has worked in the gaming industry for 5 years as a writer, editor and
presenter. He is the current gaming editor of two of the biggest gaming news sites in
the world, UNILAD Gaming and GAMINGbible. Starting gaming from a young age
with his siblings, he has a passion for understanding how games and tech work, but
more importantly, how to make them safe and fun.
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According to the Roblox website, ‘Roblox is
largest interactive social platform
for play” For those of you not so familiar with
the game, it is a multi-player online gaming
platform which allows children to play and
create a variety of games in a 3D world. Roblox
is free to play and available on all modern
smartphones, tablets, desktops, Xbox One,
Oculus Rift, and HTC Vive.

the world’s

'REBLAX

Powering Imagination

S néed ]’Jow now abou[
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CHATTING AND
FRIEND REQUESTS

Whilst the games in Roblox
are aimed at 8 to 18-year-
olds, there are currently

no age restrictions for
signing up. This means both *,_
adults and young people

can play and communicate
with each other and send
friend requests through

the platform. Once a
friend request is accepted,
this means that they can
communicate with each
other outside of gameplay.

e ' ROBLOX
“~ STUDIO

The Roblox Studio allows users to create
their own games and ‘worlds’ for others
to play on the platform. As the games

are user generated, it gives users the
freedom to potentially include things you
do not want your child to be exposed to,
for example, weapons, violence and even
pornographic content. There
are no age restrictions on the
games created in the Roblox
Studio and Roblox can only
rely on people reporting
negative/violent content in
order to remove the games
from the platform.

UNLIST SOCIAL MEDIA ACCOUNTS

Make sure your child’s social media accounts are not listed
in the settings/account info. If they are, advise them to make
them private or remove them in their account. This will ensure

nobody can find and contact them on their social media
platforms outside of Roblox.

CHECK SHARED INFORMATION

In the account seﬂln?s, check that your child is not giving
away any personal information in their bio/profile. For
example, their full name, phone number or snapchat name.
If you see that they have, explain why this is potentially
dangerous and remove immediately.

2 STEP VERIFICATION

Roblox has a great 2-step verification security feature
which we recommend you enable to add an exira layer of
security to your child’'s account.

HAVE A CHAT ABOUT ‘GRIEFING’

Griefing is when someone purposely upsets
another player in a game. This can be done by setting
traps, damaging or stealing something from another
player, intentionally killing them and just generally
doing something in the game to spoil gameplay for
them. Essentially, ‘Griefing’ is a form of cyberbullying
and can be extremely frustrating and upsetting for
players.

it - Allimages shown bii
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ROBUX ONLINE
PAYMENTS

When a user creates a game, they earn
something called ‘Robux; which works as
a currency within the platform,
allowing the purchase of upgrades and
memberships. If the created game is of
good quality and attracts multiple
players and in-game adverts, children
have the potential to earn a lot of ‘Robux’
Once a user has earned a certain amount
of Robux, they can convert this to real
cash and withdraw it to a PayPal account.
To withdraw money, users need to be over
13, have a PayPal account and have paid
for the Roblox premium subscription.
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IS YOUR CHILD UNDER 137

Unfortunately, there are hundreds of YouTube videos showing
children how to change their age setlings on Roblox, so
firstly, you should talk to your child to set up some rules/an
agreement. There are additional safety features for children
under 13, for example having their posts and chats filtered for
inappropriate content and behaviour, so It is worth checking
that your child has set up their account with the correct age.
You can find this in their account settings.

DISABLE IN-GAME CHAT

Roblox is great for children to play together and chat to each
other. However, If ou wuntedPio compleiel¥ turn off in-game
chat for your chll émecnlng they could not contact anyone
including their friends) you can do so by following these steps:
When logged in, go to the Account Se! In?s page by clickin
on the gear icon at the top right corner of the page, then clic
Settings. Next, click on the Prlvucy fc:b and under ‘Who can
chat with me in game?’ select ‘No one’ and this will disable in-
game chat.’
cksoh

Vo Saep
RESTRICT PAYMENT METHODS ‘s,
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Roblox is a free to play game, but there are still options to
make additional in-game purchases. If you do not want your
child to make payments, ensure your card is not associated

with their account. If you are happy for your child to make

payments in the game, but want to limit spending, we suggesi

using a games console gift card. These can be purchase

specific amounts, which will allow you to limit how much your

child spends and removes the need for a credit/debit card o
be used with their account.

© National Online Safety Lid

This is not a definitive guide. Please always checkdwith the app’s support information to see if

your security and privacy concerns are addressed.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it |s needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,

Microsoft Teams, or simply Teams; is a platform that allows for collaborative working, either as students Q,“ESTR’CI‘/O
or as professionals, using communication capabilities through audio, video and instant messaging. The T %
software is available both online through a web browser and to download from microsoft.com. Users can
have 1:1 online meetings or set up live events to host up to 10,000 people. Groups can be set up to
include only relevant users and almost all file-types can be uploaded and shared, from PDFs and Word
documents to audio and video files.

What parents need to know about

MICROSOFT

TEAMS

DISCLOSING PERSONAL DETAILS CYBERBULLYING INAPPROPRIATE CHAT

#BULLYy

rhilede

others to share their wlnuot
personal information ra ;.:g
thelr phone numbe, day and

home.ddnueoubdr»ddmdn

dculls and pmwds. Oversharing
their private information can lead to
any manner of risks including onfine
fraud, bullying or even grooming
activity.

HACKING RISK gi;

Teams, like any sanwm z n, may
be a target for hackers to Ilicit pcnoml
data. A ‘man-in- |ho~mlddh attack’ coul

occur, whorab;

Like any messaging seLvela or soclal

the
communication between two usees
lhroogh the attacker’s computer without

the knowlodge of the other users. This

maeans that online communications could
R‘osslb'y be intercepted and be read or

hmdto.upod both parties to the
possibility of identity or other
criminal bohaviour.

BLOCK USERS

If your child Is receiving inappropriate
messages or finds themselves being
harassed or abused on Teams, they
can block these contacts from the
privacy control In the settings menu,
To add an extra layer of protection,

ou can also blodk contacts whom

ide their ID to protect children from
communicating with people they
don't know.

UPDATE COMPUTER SECURITY

It's important to ensure you perform regular
computer and software updates, as these patches
often improve security flaws and minimise your
vulnerability to cyberattacks. Having your own
computer security or anti-malware software Is
another level of defence in minimising the
chances of an attack from viruses, malware and
other harmful programs. Ensure this is updated
everyday so that itis able to protect you against
the very latest threats,

Meet our expert

The risk of cyberbullying can be
increased online when using chat
facllities, Microsoft Teams provides
the ability for users to chat to each

other via its Instant messaging
service, both as part of or . 0

privately. Children coudd find
mcmnlre;unhrgetafwmt
or hurtful comments directed from
other users who might find it easier
1o say things they maybe
otherwise wouldn't in person,
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VIRUS INFECTION

Viruses and other harmful
programs are amoeng the risks of
using online platforms like
Microsoft Teams. Whaeraver you

can share files or links, ﬂnn isa
risk that the content could be
malicious, This could lead to
slow computer performance,
deletion of data, the theft ol
private or personal information
and even hackers taking control
of your PC.

PROTECT PERSONAL INFO

It's a good idea to talk to your child
about the importance of keeping their
personal information private and
secure. Children should only give out
the minimum information they need to
when creating an account and
understand that if other people request
their personal details from them, they
should avoid providing It and report
any concerns 1o a trusted adult.

TALK ABOUT RISKS

As a parent, talking to your child and
making them aware of the risks of
working and communicating online
can help them to be more digitally
resilient. Perhaps outline a set of
agreed do's and don'ts and try to
ensure young people know what to
do if they are made to feel
uncomfortable or experience any
negative behaviour or activity.

SOURCES|

The chance to have private conversations
In Teams can also mean that children feel
as though they can share messages and
communication between each other that
are hidden away from others. Whilst
children are most likely to use Teamsina
school setting, the ability to chat

g:nu%'ﬂ"\:.y provide an ommn\lly

content which is unsuluhleln a sr.hool
environment.
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LIVE STREAMING RISKS

facilitates live streaming. That means it

inevitably carries some of the associated

dsks.‘l'hu. are likely to h‘fmlnimal within
or in

1abfe

set

chiidron may lmdwcunﬂy view or hear
itable or offensive
matorial that they oﬂnmhc wouldn't.

ENABLE BACKGROUND BLUR

To help protect your privacy during a video
call or live stream, it may be a good idea to
blur the background or even add a
background effect. This can easily be done
by dicking ‘Background effects’ before
Joining a meeting after which you'll have
the option to blur your background,
replace your background with one of the
images provided or upload and use an
image of your own.

AVOID VIDEO/AUDIO

It's always a good idea to turn off your
audio during live group calls when not in
use. This can easily be done by muting the
mic and will avoid others hearing anything
personal in the background at home or at
school. Similarly, If possible, try to
encourage children to avoid using video
call to help guard against any privacy
concerns and limit the risks of viewing
anything inappropriate or unsettling.
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Emma Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training to organisations nationally
and has extensive knowledge and experience
of managing how children access services and
apps online.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted aduits should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Founded in 2011, Zoom is one the world's leading video conferencing software providers. It
has a number of features, including video and audio conferencing, real-time messaging,
screen-sharing and the ability to upload, share and search for content. Users can start their
own meetings or they can join meetings set up by others. The app is available to use across
PCs, laptops, tablets and mobiles phones and Ls fr:'e to download on both the app store and
on Android.

ZOOM BOMBING

“Zoom bombing'is the term which has been coined to describe
unauthorised people joining xoom meetings uninvited and
broadcasting pomographic or inappropriate videos, An attacker can
hiack a meeting if they know the meeting ID and it isn't reinforced
witha passwo-g Not taking preventative measures or implementing
privacy controls could open up the risk of children witnessing sexual
of Inappropriate content with very lithe notice.

RISK OF PHISHING

The rise In popularity of Zoom has led to a rise In
hacking operations and phishing campaigns, This is
when ipants are encouraged to click on links to
join t they believe to be legitimate Zoom
meetings via emall, but which are in fact fraudulent, rthermore, depending on where the camera
These scams aim to obtain sensitive information such has been set up or where your chisd's computer Is
as user login detalls, passwords andior credit card g:ahbned. private or personal information could
information. stolen depending on whiat can be seen In the
background,

‘LIVE STREAMING’

At Its very core, Zoom faciitates live streaming. That means it inevitably
carries some of the assoclated risks that llve streaming brings. These are
Tikely to be minimal within a controlled environment (for instance when
used in a classroom setting for remote leamingl. However, live
streaming means that content isnt always moderated and children who
use the app unsupervised or with limited security settings, may be more
at risk of exposure 1o viewing Inap riate material, Other risks can
include downlcading malicious sharing personal infarmation or
even potential grooming.

Depending on how the app has been set-up, Zoom can offer very Mttle
privacy. in many cases, the meeting hosts can see detalled information
about each E:mﬁmnl Including their full name,

one numbers and maybe even location data,

S\ S LIVE RECORDINGS PRIVATE ZOOM MEETINGS

One of the features of Zoom Is the ability to record live meetings.
By default, only the host of the meeting can usually record kve
sesslons however other meeting membsers can also record if the
host gives them access, Recordings can be stared on devices oron
the cloud and can be downloaded and shared with no restrictions.
This means that videos, audio clips and transcripts of recoedings
Involving your children could be widely shared on the intemet or
between users without your authorisation or consent.

Zoom has a faclity to set up breakout rooms, which enables
a private meeting within the main Zoom session, The host
can choose to split the participants of the original meeting

into separate sessions. This children the ability to
spe»k privately away from the main group to other users
however chats aren't always monitored by the host and if
the meeting has been made public, children could be more
vuinerable to experiencing negative comments.

REPORTINAPPROPRIATE PROTECT YOUR
CONTENT PERSONAL DATA
i bocmbions b boloarc it Ao R e s P e . | O e B S ot
mdhumumlnmkmﬁ platform and ks not fraudulent. Signs of a phishing
unwanted  harassment, and email include an unrecognisable emall address, an
ywunuuymnhp il ﬂﬂy“ dmtm.m“::no&m o~
m‘" wmummmm also be written or contain i @ i
USETHE‘VIRTUAL KEEP YOUR HOST IMPLEMENTED
UNNECESSARY FEATURES WAITING ROOM FEATURE VERSION UPDATED PRIVACY CONTROLS
ma:a—mmm-.ama e vnhug. if Muvwhozzgw
m:ﬁr ln;armh&a mnm nn::nsnm‘zg :ynmmsds-mmmun -
Mmhﬁbmﬂmﬂm MDHMMI&%I the 1o be recorded. -
malicious attachments or i o M%:‘mw.:“ Is wmuwﬁ =
ie ety lltbnu' Mam'”'un : sabled i Wanster to hetp keep f| ==
mm the live stream secure. ; _“’: X
= v

\\‘]c e[ our ¢ \[)“‘['l.

Emma Davis is a cyber security expert and
former ICT teacher. She delivers cyber
awareness training to organisations
nationally and has extensive knowledge
and experlence of managing how children
access services and apps online.
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At National Online Safety we balieve in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feal it is neaded. This guide focuses on one platform of many which we belleve trusted adults should be aware of, Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.
The Oculus Quest is the latest virtual reality experience on the market. Taking advantage of < /o
ever-evolving technology in the industry, the Quest can offer unparalleled levels of realism that
o really need to be experienced to be believed. From colourful cartoon worlds to photorealistic
monsters, it can be the perfect tool to experience everything this, and countless other, worlds 1 3 +
have to offer. As with any other gaming hardware, it’s important to know how to use it safely
Wumder 18, supervision

and ensure children are aware of any potential risks. That's why we've created this guide to help oo o
parents and carers understand exactly what the Oculus Quest is all about. quardian required

oculus quest

What parents néed to know about?

OCULUS QUEST;

ONLINEVIRTUAL CHAT PHYSICAL INJURIES & MOTION SICKNESS & SEIZURES

Much like on other gnmlnq latforms, chat rooms Wearing a virtual blindfold can inhibit your The health and safety warning that comes

lnd muhlplayvr alot of fun, but also knowledge of the real world around you. with the Oculus Quest estimates that
m.y look to spproach and Young children playing could easily forget roughly 1in 4,000 are susceptible to

groom young people, often masquerading as where trip hazards or pieces of furniture are having a seizure while playing VR. This is

somebody younger to appear more trustworthy. 2 -nd numblc into them causing some quite the same number as those phying video

There are a whole host of chat rooms availablein = | » injuries. It's recommended that you mes, watching TV or any activity that

VR and each will have their own safety features | = hmn t 6 square feet of clear space g:vohuamee«an d by mﬁqhnlln:hlﬂ

and rules, so be aware of which your child might > before playing a VR game. Oculus devices has photosensitive epilepsy it might be

be using and never leave them umupofvh«? s come with an option to pro?nm a virtual best to avoid VR altogether, or at the very

while taking to strangers. barrier in line with your real-life play area. least consult a doctor before playing.

It could negatively | hand-eye coordination, balance,
and mul(thha abi ll . With this in mind, it's mvj)od.m o
note that most V! carry a age

13+, regardless of the games you plan on playing.

i Wy @ -

content appropriately. Whilst there are no medical studies
linking VR specifically to increased rates of depression and
anxiety, if you're noticing changes in your child’s behaviour, it
could be time to think about limiting exposure.

INTENSITY RISK - OVERUSE CONCERNS
-
Aside from the age mting of the Oculus Quest headset, VR isa &, . / Given that virtual reality is a relatively new concept, there
F:per “heightened realism and can be an intense experience. has beenlmkruu«h into its long-term eﬂ«uon children.
ightening, violent or anxiety provoking content may cause For the most part, head! will be completely safe b
your body to react as if it were real and it's important to choose sfacturers th ives advise against prolonged use as
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TAKE REGULAR BREAKS TRY IT YOURSELF ENSURE CORRECT SETUP

It's estimated that somewhere between \ As with anything, the best way A poor-fitting VR headset can lead to
40-70 percent of people who use VR will feel to understand VR is to try it an uncomfortable experience and
motion sickness during their experience. In yourself, There are various lead to an impaired sense of motion . x

experiences to undertake that and balance. Taking a few extra

simple terms, this happens when the eyes i - ik it
minutes to make sure the Quests

the brain disagree with what is range from entertaining to
happening to the body. The resulting feeling educational. If you're confident mounting is secure and comfortable
of nausea can last all day, and be particularly guiding your young ones can make a huge difference and
distressing for younger children. If at any through the amazing ensure children phg safely. Adjusting
point motion sickness starts to set in, turn possibilities virtual reality has X the image focus to be sharp and clear ‘ x
off the headset, get some fresh air, a drink of to offe, it can be an amazing i is also very important to reduce eye

water and sit down away from any screens! activity to do together. g strain while playing.

USE GAME COMFORT RATINGS LIMIT EXPOSURE TIME

It is recommended that players take a 10-15 minute break from VR every
30 minutes or 50 to keep eyes from becoming strained or minds
disoriented, This is the case with any video game, but especially uw

VR experiences can be incredibly realistic. With that in mind, Oculus
has a comfort guide which appears next to games on the online

store. The guide ranges from comfortable to intense (and unrated)
to help give an idea of what kind of situations might be present in important in VR because it’s a whole-body experience. Children will <
always be able to pause a game or finish the round before putting the

any given tithe. As always though, use your own judgement about
what is suitable for your children, ‘ headset to one side and enjoying life in the real world once again.

[\ N / . -
Jeel oul exper L :
Mark Foster has worked in the gaming Industry for § ‘
years as a writer, editor and presenter. He Is the current - , -
gaming editor of two of the biggest gaming news sites in -
the world, UNILAD Gaming and GAMINGbible. Starting _ “ |
{ - !

gaming from a young age with his siblings, he has a
passion for understanding how games and tach work, but
more importantly, how to make them safe and fun
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VR - or Virtual Reality to you and me - is the practice of creating computer generated images or
sometimes even entire worlds for a user to experience as if they were there. Whereas traditionally we'd
use a television screen to view these images and games, technology now allows us to simply put on a
headset with much smaller screens inside and become fully immersed in these new worlds. While
virtual reality is perfectly safe on the whole (although sometimes you might feel like you're in real,
physical danger) there are some things to look out for if you plan on giving it a try.

‘\\ ( i}*

| ISVR SAFE FOR CHILDREN?

Broadly speaking, VR is safe, The technology being used is so
young however, that we don't fully understand the long term
repercussions of using it just yet, if indeed there are any.

Because of this, it can be hard to know how much screen time
is too much and what games and experiences are going to be

AN
<

okay for children. Thankfully, there are a whole
host of interesting and educational applications
that we can be pretty confident using. Things
lke 3D art games and sports/activity apps can
be a unique way to experience endeavours that
might be otherwise difficult to pursue.

OPTIONS AVAILABLE
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What parenfs need fo know abouf,

VIRTUAL

< | )

ISMY HOME VR READY?

The first muu&utim
. Mast modern VR headsets

using it for, but generally
mmhms«snww
will allow you to turn and move your ams without venturing
too far. Naturally you'll want to also make sure there are no
m«mgo_ mm

o

ONLINE FEATURES

As with normal consoles, some
VR games will have a
multiplayer portion. Anybody
with a headset and the game
will be able to play with each
other online, and not all
games will carry a robust
safety system. If you know
your child Is using a game that
can be played online, be sure
to check on its safety features,

)

\ REALITY &/~

THE EQUIPMENT YOU NEED

Many VR kits come with a dizzying sedection of bells and
whistles which can seem quite daunting at first, but all you
strictly need is a headset with a screen and a headband. While
the minimalksts will be able to enjoy a virtual tour of an
aquarium or a safarl, many games will need you to incorporate
controllers or headphones to really get the most out of it,
Thankfully, the majority of VR kits inddude a headset, any wires
you'll need to connect it to your home entertainment device,
some basic headph and special ¢ llers. Some may also
come with sensors which you'll be required to place at the
corners of play area so it knows how much room you have.

ISVIRTUAL REALITY THE SAME
AS AUGMENTED REALITY?

Y4 Top Tips for [arents

(VR CHAT GAMES

Soma games involve a sort of online, VR chat
room where you can talk to other people all
around the world, with the most popular among
these being VRChat, VRChat uses a fairly good
Trust and Safety System, that goes some way to
protecting against nulsance users or profiles. Do
make sure you read up on how these systems
work before letting a child use them, espacially if
It's another chat game you're not famillar with,

=

=N,
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MEDICAL CONDITIONS

VR can be a rather disorienting experience at first and some
people may begin to feel nauseous or uncomfortable after »
an extended period of play as their brain struggles to
understand its new digital surroundings. This is knownas
Virtual Reality Sickness.” Although quite common, it's
Important to stop once these feelings arlse. If you, a family
member or friend have any underlying health issues too, it
may be wise to consider n(m Is the right option as it could
put unknown stresses and strains on the body. &

AN
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( ENFORCE BREAKS

As mentioned, VRcanbe a
disorienting experience
that does take some
getting used to,
Committing to regular
breaks (every 15-30
minutes or sol will

iy stopVR

from setting In,

.

-
I

DON'T BE AFRAID TO TRY IT YOURSELF

The beautiful thing about virtual reality is that It's not just used for
gaming. You can discover untold treasures from across the world o
try your hand at painting & masterpiece, all from the comfort of
your own home. Having a good understanding of how ev:
works will enable you to enjoy it alongside your child and while
new technology can be daunting, it can also be incrédible to
experience. By and large, it's much easier to get to grips with VR
games than regular ones because you're the controller!

* VRisnotlikea

Meel our exper(,

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
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There's a good chance you already know what the PlayStation 4 (P54) Is. Sony’s video game console Is often
touted as being one of the best-selling of all time, with over 100 million units shifted worldwide. With over
seven years of polishing and fine-tuning under its belt, you'd expect the console to be one of the safest
around. While this Is overwhelmingly true, there are stlli things parents should be on the lookout for
whether they're children are starting It up for the first time or they’re already experienced users.

What parents need to know about

PLAYSTATION4

ACCESSTO PERSONAL
INFORMATION

SAFETY CONCERNS

CA

Playstation Stor2

W&aﬂdu&mna 3

ADULT CONTENT IN GAMES

The Pla uonoffusa var
differ dl&ec mgennngs. @
From lagamesbodmlng,s'gon c
e ke
tmallneedspeddmen
rchase, as some can contain
adukoomentor‘gmnm ng evyrllt‘hlgn;
sultable for ren. The be:
kn%swwhat an)\zull?gvulveslstocheckom
PEGIratinqvml will be on the game box, or on the
website page before you buy. Remember that these
ratings serveasagu and the ultimate cholce lies
with parents to Imowwim Is acceptable and
appropriate for their children.

SCREEN ADDICTION

Sometimes In an online game, pht“ will be able
to freely chat with each other.

Interactions will mostly be posmvve and about
having fun In a game, some people will take this
opportunity to use offensive or abustve language
or may Just want to aggravate other players. In
some cases, it may amount to harassment, trolling

orcases of online bullying.
|;..: - )
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CREATE‘CHILD FAMILY
MEMBER’ ACCOUNTS

DISCUSS PSN RISKS
WITHYOURCHILD

SET MONTHLY
SPENDING LIMITS

The P54 allows parents to set up different
mhbvdﬁmlhnv
Iincluding children. This will allow

It's always a good Idea to discuss with your child how to
stay safe on the Network and how to
respond If people don’t know contact them.

It's a good Idea to set alimit on howmuch can be
spent on things like new games, or for skins or card
packs In games like Fortnite and FIFA. This can be

PS4 Advise child to report who upsets them done using master account and then
ovnalg:'dmn mmlemmdeomm ngo\y:‘:hldsmmyﬁom

restrictions on Bmit play time detallsor | with Applications/Devices/Network Features from
sessians, disabling chat messagingand () x mvoumauobbd:m..mnmqm where you should be able to select

the abllity to access the Intemet. . abuiweovywrdlldfnkﬂmmedbym 1 Spending Limit and adjust it asyou see fit.

SET AGE RATING LEVELS FOR
GAMES, DVDS AND BLU-RAYS
As well as controlling what age rating level of a

game: child can can also set Is. On the
appmwhtew m«;k?;y' and Blu-Rays.To set rlauguxmmtsgowsmtngs o
Fam

thhw.lnnmoﬂmohhhm'ylt P , Family
setting and Ications/Devices/Network and select the child
andsdxthtypnomeywmld account you'd lke to limit play time

like to restrict. e : for, From here, set a Time Zone, then

8
\

IMPLEMENT PRIVACY
CONTROLS

Sometimes It's easler to block risks at the
source when online. h Network
Features, you can whether a child’s sub
account can communicate with others while on
the PSN or whether can view content created
Tlﬂsmnsdublhgﬂuablly
to communicate via

requests and
abomu\syou an o

Images and

KEEP ACCOUNTS
SECURE
el B

LIMIT PLAY TIME

Pla/MnmﬂmbemagedﬁMtho
parental c

O
i

mvﬁgunhﬂaymlsam;'oﬂ-"
preference.

Meet our expert

Mark Foster has worked in the gaming Industry for
5 years as a write, editor and presenter. He Is the
aurrent gaming editor of two of the biggest

news sites in the world, UNILAD Gaming
and GAMINGbible. Starting gaming from a young
agewith his siblings, he has a passion for
understanding how games and tech work, but
more importantly, how to make them safe and fun.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

What parents & carers need to know about ..

PLAYSTATION 5

The PlayStation 5 is the next-generation video game console from Sony. It offers improved
graphics, sound and much quicker loading times. It also has a new controller with motion- and
force-feedback features for a more immersive experience. Parents should note that there are

‘ two different versions available that support discs or digital downloads.
?-\ Safely setting up your Playstation 5

PlayStation 5 Blu-ray

PlayStation 5 Blu-ray is the larger of the two consoles,
although not by alot. It enables you to play games on disc or
by digital download. Although all new games are available
digitally, the disc drive is still useful to watch movies from
discs as well as play most existing PlayStation 4 games you
own. It also enables you to purchase second-hand games on
adisc, which is often much cheaper.

Family Settings

Both PlayStation 5 models offer important family controls that
should be set up before your family starts using the system.
Although this can take a little time, it ensures that children have
their own accounts and sets limits on spending, interactions and
age ratings. If done correctly, children cannot circumvent these
controls that require the parent’s password to alter.

Setting Limits on Play Time

You can specify how long, and at which times of day, the console
can be used to play without needing a password. Talk to your
children and agree how long is appropriate, then set this on their
profile, so it's something they understand and accept. You can
set different time limits on each of the users on the system.

Managing Spending

You can set a limit on spending via Parental Controls. This

means that any additional purchase requires your

password. Another alternative is not to put credit card

details into your account andinstead add creditas they S S
need it using the book token-like cards in-store or online. A

nice feature on the PlayStation is setting an amount of

pocket money to spend on games each month.

Setting Ade Ratings

You can set a limit that stops any
older-rated games being played
without a password being entered.
This is not only a good way to ensure
children are playing appropriate
content butis a good chance to talk
about the games they are playing.

Types oﬂqc-c;unts

Set up Parent Accounts

Setting up a parents’ account is important so
you can manage the console for your family.
After plugging your console in, connect to the
internet and wait for updates to finish. Once
updated, create a parent user account with
an email address you regularly check and
password specified.

Meet our expert

Andy Robertsonis afreelance family
technology expert who often works for
the BBC. He runs the Family Gamer TV
YouTube channel and contributestoa
range of national media on the topic of
video games and family.

PlayStation 5 Digital

PlayStation 5 Digital is slightly smaller as it doesn't
contain a Blu-ray drive. This means the console is
cheaper but can only run games you download via
an internet connection. Unlike the Xbox Series X
and the cheaper Series S, the digital-only
PlayStation 5 is just as powerful as its more
expensive disc-and-download counterpart.

Downloading the Playtation App )

The PlayStation 5 uses the same PlayStation app as the
PlayStation 4. This is a super-easy way to tweak the user
settings for your family without having to log on to the
console. It's also a good way to keep track of what different
people are enjoying on the system. The app can also be
used as an easier way to log-on by scanning the QR code.

Creating Guest Account Password OQ

An important step during the PlayStation 5 set-up is
specifying the default settings for guest accounts as well as
a passcode for your own account. This ensures that all users
need to access the system with their own account and
related limits and settings.

Managing Online Interactions

Another important area of the Parental
Controls is specifying how and who your child
can interact with online. Modern consoles
enable players to share text, voice, images
and video with each other. You can set
whether they can do this, and also apply a
password before they can add new friends.

In addition to buying individual games digitally or in-store,
you can also subscribe to services that offer access to
hundreds of games for a monthly fee. PlayStation Plus is
needed to play games online with other people and offers a
set of games you can immediately download for the new
system. PlayStation Now enables you to stream (and
download) a wider set of games.

Set up Child Accounts

Setting up child accounts are important e O

to be able to limit play time, spending °

and apply age ratings automatically. \
Separate accounts for each child user {

can be set up. It's a good idea to specify
a password for the guest account so
children cannot access this also.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

What parents & carers need to know about..

- XBOX SERIES X|S

The Xbox Series X and Series S are the next-generation video game consoles from
Microsoft. They offerimproved graphics, sounds and much quicker loading times.

Parents should note that the two versions available are quite different.
- /‘\J ly Setti Your Xbox Series X/ S
Safely Setling up our Xbox Series
. A T T O S, —

Xbox Series X > T T T T me Senss
Xbox Series X is a larger device, with a disc Xbox Series S is a smaller, disc-less version of the console
drive, twice as much storage and higher which plays all the new games but with reduced visuals
performance chips. It can play the new | or possibly frame-rates. Because it doesn’t support discs
Xbox games at the highest resolution and ‘ you can't play old games from discs and must purchase

with the best visuals. It enables you to run \ ‘ new games digitally. It also has smaller storage, offering
games from disc or digitally. i 500GB which is about half that of the Xbox Series X.

Apply Family Settings £ 41Kl Setting Age-Ratings

Both Xbox models offerimportant family controls that should y & . You can set a limit that stops any older rated
be set-up before your family starts using the system. Although . 4 games being played without a password
this can take a little time, it ensures that children have their v = being entered. This is not only a good way to
own accounts and sets limits on spending, interactions and = ., ensure children are playing appropriate
age ratings. If done correctly, children cannot circumvent 5 Ly, 8 ) content but is agood chance to talk about
these controls that require the parent’s password to alter. Y - the games they are playing.

LR

Managing Spending —— | % Managing Online Interactions

You can set a limit on spending via the family settings. This Anotherimportantarea of the Family Settings is specifying
means thatany additional g’e rchase requires your how and who your child can interact with online. Modern
password. Another alternative is not to put cred't card " consoles enable players to share text, voice,imagesand
details into your account and instead add credit as they & video with each other. You can set whether they can do this,
need it using the book-token-like cards in-store or online. ) 'y U | and also apply a password before they can add new friends.

2 i
Setting Limits on Play-Time [ ¥ Creating Guest Account Password

You can specify the time of day and howlong the console | An important step on the Xbox Series
can be used to play without needing a password. Talk to you .- XIS set-up s specifying a passcode for
children and agree how long is appropriate, then set this i your own account and a password to
together soit's something they understand and accept.On T access the Guest account. Thls ensures
the Xbox Series X|S you can also limit time on a particular that all users need to access the system

game, which is a good way to encourage children to play a with their own account and related
wlde range of experiences. L limits and settings.

—

Game Subscriptions #5° = =° =

In addition to buying individual games digitally or in-store, you can also subscribe to services that offer access to 100°s of games for a monthly fee. Xbox Game Pass is often bundled with
the Xbox Gold subscription you need for playing online. Most of the bigger Xbox games are provided as part of the service, as well as a wide range of independent games that often offer
eduoationul and wellbeing based experiences.

Set-Up Parent Accounts P Set-Up Child Accounts

Setting up a parents account is important so you ’ Setting up child accounts are important to be able to limit play-time,
can manage the console for your family. After s spending and apply age ratings automatically. Separate accounts
downloading the Xbox app to aid set-up, connect to i § for each child user can be set-up. It's a good idea to specify a

the internet and while the console updates, use the : password for the guest account so children cannot access this also.
app to start specifying settings. Once updated, You can also download the Xbox Family Settings app to help you
create a parent user account with an email address adjust these settings in the future without having to access the

you regularly check and password specified. console directly.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we balleve trusted adults should be aware of, Please visit www.nationalonlinesafety.com for further guldes, hints and tips for adults.
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NINTENDO

SWITCH

The Switch is a hybrid console released by popular video game company Nintendo in 2017. It's
classed as a hybrid because it’s designed to be played both at home on a television, like traditional
consoles (think a PlayStation or an Xbox) or out and about like a portable console, such as a
GameBoy. It uses two detachable and wireless ‘Joy-Con’ controllers on either side of the console’s
screen, which can be used by one or two players. The Switch can be played on the internet with the
purchase of Nintendo Switch Online, in the living room together or on the go during long journeys,
but bear in mind it needs to be charged just like anything else!
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PARENTAL CONTROLS
Nintendoreleased a free
@ X

that can be

Parental Controls. Once you've
got the app on your mobile
device, it's a simple process to
pair your two devices, giving
you a suite of options to help
make sure your child is having
fun in a safe and structured
environment curated by you.

@ x

ve

ONLINE RESTRICTIONS

Anothar major inclusion in tha app is the
ability to block your child from seeing
anything to do with age restricted games.
Theres alsoane feature
that restricts access to games that have free
communication features between strangers
on the internet. This includes things like
private messages and unsolicited images.
Should you be concemed that strangers
mimt be using the games to talk to your

child, a simple press of a button will disallow
any access they might have.

NINTENDO ESHOP SETTINGS

In the Nintendo eShop you can set up a password to help stop your child or somebody else from accessing any sensitive information,

PLAY WITH YOUR CHILD

One of the wonderful things
about the Switch is that there
are an abundance of great

onjoy mzﬁh-

the whole family. Nintendo

Mms’ & long his! of zaking

and supporting

friandly games like Mario

and Mario Party, both of M can
be played with two or more players

using the Joy-Con controllers.

such as bank account details. The options here indude entering s password to access the eShop to
card information access is attempted, or when PayPal is accessed. Choosing which areas are
deciding what level of access is given on the device. For example, if you're happy to have
might want, you can allow access to the eShop but introduce the password before a pul

with, when any saved credit
protected helps ensure you're
vdﬂdbvwnmesbopforgamthoy
is made ensuring no mishaps occur.

LIMITING PLAY TIME

By linking the app with the Nintendo
Switch, you can set time limits and
reminders when you think h
time has been spent playing. it lets
you see if a game Is still played
and gives you the option to
amnnualt‘putﬂ\e console into
sleep mode if the message Isz\a

This should only be used as a nsorl
though as it could cause some friction
between you!

SET PLAY TIMES

Another handy feature is the
ability to set laytimes
for days of the week, allowing
you to tailor play time

you and your child's schedules,
This is great for setting
boundaries and encoura
gaming as partof a hultgy
routine. It wlll also help your
child with their friends
when they can all be online.

) SEE PLAY HISTORY

The Nintendo Switch Parental
Controls app can also send a report
telling you how much time your
child spends playing each game.
This is a great way to spot t!
favourite or most played games and

M r child about it. It could also
identify any ssues
ln:md playtime m" arise.

Mee{ our exper{

Mark Foster has worked in the gaming industry for 5 years as a writer, editor
and presenter. He is the current gaming editor of two of the biggest gaming
naws sites In the world, UNILAD Gaming and GAMINGbDIble, Starting gaming
from a young age with his siblings, he has a passion for understanding how
games and tech work, but more importantly, how to make them safe and fun.
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